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ABSTRACT
In this paper, we review the importance of the Internet of Things
and the rapid growth of today’s digital age. We examine related
work on standard security structure, past surveys on the Internet of
Things, and discuss background information on this developing
issue. This paper presents our methodology for creating and
distributing surveys to willing participants. This paper will also
present results that uncover different connections among
participants of the survey. The results can then be used to implicate
which layer, sublayer, and application are prone to certain cyberattacks. The survey includes questions pertaining to demographics,
Wi-Fi, privacy, and protection. The paper concludes with remarks
referring to the survey findings and patterns, finally closing with a
discussion of future work.
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1. Introduction
The Internet of Things (IOT) is a concept that one day all daily
objects and devices will be interconnected in a new digital era [1].
For example, smart phone users have increased their digital activity
with approximately 70 million new handlers in the past five years
within the United States alone [2]. There are many interconnected
devices in the average user’s home, and a security breach can
become the difference between life and death in the future. There
are cars, phones, laptops, tablets, homes, refrigerators, medical
equipment and environmentally friendly tools that are linked to the
IOT. Excluding PCs, tablets and smartphones, there will still be
over 26 billion items connected to the Internet by the year 2020 [3].
The importance of the Internet of Things is that it connects all
devices at one place. It is important to concentrate on the IOT as
well as its applications to find a solution to the impending cyber
security threats. The assumption is that the transport layer is the
most important as well as the most accessible to cyber-security
attacks [5], which will be discussed later in the paper. The IOT is a
new, revolutionary, and efficient way to save data, but the
interconnectivity also makes the devices more vulnerable to cyberattacks, such as credit card fraud, identity theft, and denial of
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service (when network resources are made unavailable to the user).
So far, there have been studies about the IOT in general, the
security architecture, surveys and possible solutions with the need
for further implementation. In this paper, we discuss literature
reviews on the Internet of Things, which are ongoing. We also
discuss the surveys given to willing participants that reveal
perspectives of everyday users, which is the most important aspect
of the Internet of Things and its success. Surveying users helps us
to understand everyday user’s activity in the IOT. This paper also
benefits users because they will get to see the security architecture
and may be prone to look for possible ways of vulnerability
mitigation.

2. Related Work
The Acquity Group 2014 State of the Internet of Things Study
surveyed more than 2,000 possible IOT consumers across the
United States to gain an understanding of their likings for and
obstacles against the use of the Internet of Things [7]. The survey
analyzed the participants’ behaviors across a variety of areas,
including current IOT adoption, perception, barriers, and plans for
future adoption. The outcomes were deconstructed based on
demographics, including age, gender, and location [7]. The SANS
Institute collected surveys from a broad range of institutes, such as
the United States government and the Department of Agriculture
[8]. The survey examined the participants’ understanding, activity,
impacts on their company, and opinions on the security of the IOT
[8]. The survey also showed the greatest threats and risks that each
company associated with the IOT [8]. Additional literature reviews
will be added in the coming months.

3. Background Information
The standard structure of the Internet of Things is not yet firmly
established due to the relative newness of this issue and its recent
popularity. The Internet of Things is referenced closely with sensor
networks, mobile communications, and the Internet to establish a
structured foundation to build from when dealing with security.
Taking these different structures into consideration, the Internet of
Things is currently separated into three layers: the perception layer,
the transportation layer, and the application layer [5]. Figure 1
shows a simplistic representation of the layers of the IOT and a
brief description of its sublayers and applications.
The perception layer mostly contains data collection, object
perception, and object control [4]. From here, the perception layer
can be divided into two parts: the perception node (sensors or
controllers) and perception network (communicates with the
transportation network) [4]. The transport layer of the Internet of
Things is the most important layer throughout the entire system, but
this layer also has the most risks as stated earlier [4]. The transport
layer, which is responsible for transmitting data, has 3 sublayers
[4]. The first sublayer is the access layer, which includes wireless

networks, such as Ad Hoc and Wi-Fi. The next layer is the core
network, which is the central part of the telecommunications
network. Last is the local area layer, which interconnects computers
within a limited area. The vulnerabilities of these layers are
Distributed Denial of Service, Trojan horse, and spam [4]. These
vulnerabilities can result in information disclosure and even
network paralysis [5]. The application layer is responsible for
supporting many different business services and recognizing
intelligent computation [4]. The application layer also deals with
resource allocation in screening, selecting, producing, and
processing data as well as becoming a vast and important network
(it comes in second to the transport layer), which makes it easier to
separate into additional parts. The application layer can be
separated into four sublayers: middleware, machine-to-machine
(M2M), cloud computing services, and the service support platform
[4]. Due to the popularity of the cloud, the application layer can be
a very dangerous place to store important data [4].

that they were victims of some type of attack on their personal
information. These attacks included identity theft, credit card fraud,
password breaches, distributed denial of service, and the option to
enter or describe a different type of security attack. Another very
interesting pattern found from our survey is the following: that the
privacy and protection of a user’s information is very important;
however, participants do not believe that their devices are safe from
cyber-attacks. 93% of participants stated that the privacy of their
information is vital. In addition, 95% of participants said that the
protection of their information is also very important. However,
58% of survey participants stated that they are not convinced their
devices are safe from cyber-attacks. As precautions, a majority of
users have back-up protocols in case their information may be
tampered with or stolen.

6. Concluding Remarks
In this paper, we discussed the importance of the concept of the
IOT, and the related surveys and background information on the
security architecture of the IOT. The security architecture is used
to present different layers as we survey participants and further
implicate which layers, sublayers, and applications are more
susceptible to attacks. Preliminary results indicate that privacy and
protection of the user’s information are very important to users but
that a majority of users do not believe that their devices are
convincingly safe. While these findings are preliminary, we believe
that’s it’s a solid start for understanding user-perceptions. The
findings of this study are indeed limited and further research needs
to be done to make concrete conclusions.
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