
In order to ensure that implemented systems are truly secure, we have to
consider the non-technological piece of the puzzle: the human factor. Users
have long been known to be the “weakest link” in any secure system, and
many have examined this interaction. Despite this abundance of
information, little has been done in the way of summary and meta-analysis.
This poster presents a primer for an in-progress overview of current
empirical research on user interactions with computer security.
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METHODOLOGY

PURPOSE OF RESEARCH

FRAMEWORK

BACKGROUND

• Assess the state of literature and empirical findings pertaining to user
interactions with computer security

• Determine a framework by which the included studies can be
categorized for ongoing analysis

• Draw conclusions based on current work, and set the stage for future
analysis and research

• A systematic review of literature was conducted on user interaction with
computer security

• Searches were carried out on three main databases (EBSCO, ProQuest,
Web of Science) using a search string with relevant keywords: “‘human
OR user’ AND ‘cyber OR computer’ AND ‘empirical OR survey OR
experiment’AND ‘security’”

• These searches yielded a total of 1049 results
• In order to ensure that results were truly relevant to our research topic,

we applied the following criteria:
• Must present an empirical study which involved actual users
• Must be published between 2000 and the present (2016)

• After screening, a total of 68 papers were included

• Motivated by the psychological Theory of Planned Behavior, which
connects attitudes and beliefs with behaviors

• We adapted the original theory to include the construct antecedents to
account for user demographics and prior experiences

• This theory allows us to present a framework suitable to classify the
research in our review (Figure 1.)

Antecedents

Beliefs/Attitudes

Intentions/Behaviors

Any already established factors 
(user demographics, prior experience, 

knowledge, etc.)

Anything that is understood by the user 
to be true (feelings toward a service, 

policy, attitudes toward complying with 
security measures, etc.)

How the user means to act, or actually 
does act (intention to comply with 
information security policy, actual 

security behavior, etc.)

Figure 1. Classification framework used for literature analysis.
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FINDINGS

PRELIMINARY CONCLUSIONS

FUTURE WORK

• This review is a part of a work in progress, and is only a primer for a
more comprehensive review using the above framework

• Our primary goal going forward is to produce an accurate overview of
the current landscape of research in user interaction with computer
security

• Our preliminary analysis indicates that the following constructs are the
focus of the user studies:

• Our preliminary conclusions suggest that the framework presented in
Figure 1 is a relevant and appropriate method for classifying the
included literature

• The reviewed literature reveals that researchers are exploring many
different contexts when studying user interaction with computer
security

• The majority of the included research presented models of human
behavior

• Most commonly used theories in the literature reviewed:
• Protection Motivation Theory (9 studies)
• General Deterrence Theory (7 studies)

• Most commonly used data collection method:
• Surveys (53 out of 68 studies)

• Most common sample group:
• Students (23 studies)
• Employees in Organizations (18 studies)
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