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Game-Theoretic Analysis of Node Capture and Cloning Attack with Multiple
Attackers in Wireless Sensor Networks

Quanyan Zhu, Linda Bushnell and Tamer Basar

Abstract— Wireless sensor networks are subject to attacks
such as node capture and cloning, where an attacker physically
captures sensor nodes, replicates the nodes, which are deployed
into the network, and proceeds to take over the network. In
this paper, we develop models for such an attack when there
are multiple attackers in a network, and formulate multi-player
games to model the noncooperative strategic behavior between
the attackers and the network. We consider two cases: a static
case where the attackers’ node capture rates are time-invariant
and the network’s clone detection/revocation rate is a linear
function of the state, and a dynamic case where the rates are
general functions of time. We characterize Nash equilibrium
solutions for both cases and derive equilibrium strategies for the
players. In the static case, we study both the single-attacker and
the multi-attacker games within an optimization framework,
provide conditions for the existence of Nash equilibria and
characterize them in closed forms. In the dynamic case, we
study the underlying multi-person differential game under an
open-loop information structure and provide a set of conditions
to characterize the open-loop Nash equilibrium. We show the
equivalence of the Nash equilibrium for the multi-person game
to the saddle-point equilibrium between the network and the
attackers as a team. We illustrate our results with numerical
examples.

I. INTRODUCTION

Wireless sensor networks are networks of low-power,
resource-limited embedded sensors, interacting and commu-
nicating to carry out a desired task. They are not only
essential for military and large scale industrial systems,
but are important in our every day lives in areas such as
health monitoring [1] and environmental sampling [2]. These
systems are usually unattended and are therefore vulnerable
to many types of attacks. In this paper, we study the node
capture and cloning attack [3], where an attacker captures a
sensor node, extracts data, and uses the data to strategically
deploy functional copies, or clones, into the network. The
attacker uses the compromised sensors and clones to inflict
damage on the network’s operation.

As pointed out in [4], existing adversary models in the
network security literature, including Byzantine failure [5]
and Dolev-Yao [6] threat models are not adequate to model
node capture and cloning attacks, which use only captured
nodes and clones to damage a sensor network. Currently,
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there does not exist any other adversarial model for such
attacks.

In this paper, we present a systematic approach to model
and analyze the behavior of a wireless sensor network under
a node capture and cloning attack. Specifically, we focus
on the strategic interaction between the network and the
attackers. We model and analyze the general case when there
are multiple attackers using static and dynamic game theory.
Our contributions can be summarized as follows.

o We develop dynamical models for the node capture
and cloning attack when there are multiple attackers
under general controller inputs from the attackers and
the network.

o We study the static case when the attackers’ controllers
are time-invariant and the network’s controller is a linear
function of the state. We analyze both the single-attacker
and the multi-attacker games within an optimization
framework and characterize Nash equilibria in closed
forms.

o We study the dynamic case when the rates are general
functions of time. We analyze the multi-person differen-
tial game under an open-loop information structure and
provide a set of conditions to characterize the open-
loop Nash equilibrium. For a single attacker, we show
the equivalence of the two-person nonzero-sum game
to a zero-sum game. For the case of multiple attackers,
we show the equivalence of the Nash equilibrium for
the multi-person game to the saddle-point equilibrium
between the network and the attackers as a team.

o We demonstrate our results through a simulation study
with numerical examples, and compare the case of a
single attacker to the case of multiple attackers.

The paper is organized as follows. In Section II, we discuss
related work in this area. In Section III, we develop general
models of the node capture and cloning attack for multiple
attackers, and give preliminaries on the cost functions used to
solve the problems. In Section IV, we present the static case.
In Section V, we study the dynamic counterpart. In Section
VI, we illustrate the equilibrium solutions of the games using
numerical examples. Section VII concludes the paper.

II. RELATED WORK

The node capture and cloning attack, which has been
shown to be effective in subverting network processes such
as data aggregation tasks, was first introduced in the security
of wireless networks literature in [3]. Many detection algo-
rithms for node capture and cloning attacks use distributed
protocols that rely on collisions of messages containing
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unique IDs and locations [4], [8], [9]. These methods assume
that each captured node is cloned at least once.

Game theory has been widely considered as an appropriate
tool to model behaviors of attackers, [10], [11]. There have
been a few papers that have employed static and dynamic
game theory tools to study security problems in different
scenarios. In [12], we have used a zero-sum game-theoretic
framework to study jamming attacks in delay-tolerant net-
works. The source nodes in the network strategically choose
transmission probabilities to maximize the probability of
successful delivery of contents while an adversary aims
to cause a maximum number of collisions. In [13], we
have introduced a stochastic game to model the interactions
between a jammer and a secondary user in a cognitive
radio system. The primary users in the network control the
states and state transitions while the jammer acts against the
secondary users under all channel states. In [14], we have
formulated a noncooperative game to analyze the complex
interactions between wireless users and a malicious node in
the context of relay station-enabled wireless networks.

Control theory has been used recently to model attacks on
wireless sensor networks. In [15], an attacker compromises
a subset of sensors in a wireless sensor network and injects
false data into the network to alter a state estimation task.
The effect of the false data is analyzed as a constrained
control problem. In [16], an attacker with limited knowledge
of the network and unlimited resources injects false data
into a Supervisory Control and Data Acquisition (SCADA)
system operating on power grids. The state estimates are
analyzed under a cyber security attack. These two papers
model the impact of the false data injection attack as additive
noise. In [17], we have investigated the coupling between
physical layer control system design and the cyber level
intrusion attacks. A novel framework is built upon game
theory and control theory to analyze and design robust and
resilient controllers for cyber-physical systems. In [7], we
have introduced a linear dynamical model for the node
capture and cloning attack with a single attacker when the
state is the number of captured nodes in the network, the
attacker’s capture rate is time-invariant, and the network’s
detection rate is a linear function of the state.

III. MODEL AND PRELIMINARIES

In this section, we formulate a game-theoretic framework
to model the strategic interactions between the network
and multiple attackers. We first introduce a linear system
model to describe the dynamical interactions between the
node capturing, cloning and revocation processes. Then we
describe the cost functions using cryptographic parameters.

A. System Model

As shown in Figure 1, the network consists of a large
number of wireless sensors distributed over some given area.
The attacker mounting a node capture and cloning attack in
one neighborhood will capture a node and create at least one
functional copy of the node, which is placed in a different
neighborhood.

& &
% ) \(n)
g &

Revoked Nodes

/CapluredNodes

Wireless Sensor Networks

Fig. 1. Wireless sensor networks: attackers capture nodes, replicate them,
and then use the captured nodes and clones to inflict damage on network
operations. The network detects the compromised nodes, revokes them, and
replaces them with new nodes.

The linear dynamical model from [7] can be generalized
to provide a more flexible model that includes multiple
attackers and time-varying capture and revocation rates. Let
A be the capture rate of an attacker and u be the revocation
rate of the network. Since the network consists of a large
number of wireless sensors, we can use a continuum state
x(t) €[0,1] to denote the fraction of captured nodes among
all sensors. The state evolves according to the following
dynamics:

() = A1 =x(1)] =, x(0) = xo, ey

where x( € [0, 1] is the initial condition of the system. Note
that x is a state variable that has been normalized by the
size of the total node population. The control variable for
the attacker, A, can be either a constant or a time varying
function depending on the states. Likewise, the controller u
for the network can also take different forms. In this paper,
we study two scenarios, one is the static case and the other
one is the dynamic case. In the static case, we let A be
a time-invariant parameter and take p as a linear function
of the state variable x(r), i.e., 4 = ux, for some u € R. In
the dynamic case, we set £ and A as control variables as
functions of information structures 1 4 (-), N (-) for the
network and the attacker, respectively. 114 (+), M. (+) are set
valued functions defined as

Ne(t) ={x(s), 0<s<g}, 0<¢g <tiec{N, o},

where € is nondecreasing in ¢, and 1.(7),e € {AN, &},
determines the state information gained and recalled by
each player at time 7 € [0,7]. For example, for open-loop
(OL) information structure, NO%(t) = {xo},e € {A, &/},
and, for closed-loop perfect state (CLPS) information struc-
ture, NEHPS(¢) = {x(s5),0 < s <t},t € [0,T],e € {N, o7}
The interested readers can refer to [19] and [20] for more
discussion on various information structures.

The dynamics (1) can be generalized to study multiple
attackers. We consider the case where the attackers are
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cooperating and derive the dyanmical equation as follows:

0= (4 ) 001

where now the network is subject to p attackers, .<7,i =
1,2,---,p, each using its capture rate A; to inflict damage
on the network. Multiple attackers will be analyzed for both
the static and dynamic game scenarios as described above.

( )—.X(), (2)

B. Cost Functions

The goal of each attacker is to inflict damage on the
network, while the network aims to protect itself and recover
from the damages. The goals of the players can be captured
by cost functions J;,i=1,2,---, p, for the attackers and J_
for the network. The cost functions are dependent on pre-
specified cryptographic parameters and dictate the optimal
strategies of the players.

We assume that attackers .«7;,i = 1,2,--- , p, each incur two
types of costs when carrying out a node capture and cloning
attack: the cost of capturing a node, Cj;, and the cost of
disrupting the remaining valid nodes in the network, Cj.
Similarly, the network incurs the cost of having compromised
nodes within the network, Cy;, and the cost of detecting,
revoking, and replacing compromised nodes, Cp. We choose
to analyze this problem with the following costs for the
attackers, for i =1,---, p, and the network:

1T 2
Co1 = 711;1:0?/0 rox(t) dt, 3)
— lim l/T 2 4t )
02-—THOOT.0610M )
TN S AT AP
Cai= Jim — [ Az, 5)
b= lim — ml- 1)* dt
Cip = lim = OFZ()d, (6)

where z(r) is the fraction of the remaining valid nodes,
z(t) :=1—x(¢), and the dynamics can be rewritten from (2)
into:

<ZA> Y+ u, z(0)=z0:=1—x0. (7)

The cryptographic parameters ry, qo for the network and r;,
qi for the attackers, i =1,2,---, p, are given unit cost values
based on the system under study. The above cost functions
are quadratic, specifically containing a square term of the
state or rate. Future work will generalize these to functions
including linear terms.

IV. StATIC CASE

In this section, we analyze the node capture and cloning
attack when the capture rates are time-invariant and the
revocation rate is a linear function of the state. We first
develop models and the game structure, then derive solutions
for both a single attacker and multiple attackers.

Recalling the dynamics (2), we let the network controller
take the form g = ux and let u,A; € [0,1],i =1,2,---,p

Attacker «7; aims to increase the number of captured nodes
in the network with minimal control, which can be modeled
by the following cost functions, using the costs from (5), (6):

1 T
Jog (A, Aiyu) 1= lim — /0 [riz(1)? + qidiz()] dt,  (8)

where A_;:={A;,j#1i,j=1,2,---,p} is the set of actions
of attackers other than i, and z(¢) from (7) now has the form:

<Z7L> Y+ u(l—2z(t)), z2(0)=20. (9)

The network’s goal is to increase the number of valid
nodes while minimizing the revocation rate, which can be
modeled by the following cost function, using the costs from

(3), (4):
Ly (A u) = lim %

T —c0

T

| [rox(t)* + qou’x(t)*] dt, (10)

where x(7) from (2) now has the form:

<ZA> [1—x(t)] — ux(t), x(0) = xo. (11)

In this section, we solve for Nash equilibrium (NE)
solutions for the differential games described by (8), (9),
(10), and (11). This structure leads to showing convexity
of the optimization problems and using the concept of best
responses [19] for deriving NE for the optimal actions of the
players.

Definition 1: Consider the static game described by
the dynamics (11) and the cost functions J.(A;,A_;,u)
and J 4 (A, A ,,u) as defined above. The set of strategies
{u*,A,i=1,2,---,p}, constitutes a Nash equilibrium solu-
tion if, and only if, the following inequalities are satisfied
for all u and A; € 10,1],i=1,2,---

Jop(Af A7 u") < (/'L AZu”),
(A5 AL u) < T (AT AL ).
A. Static Case: Single Attacker
Equation (11) with one attacker reduces to the form:
x(t) = M1 —x(r)] — ux(t), x(0) = xp.

By solving this ODE, we can derive the fraction of captured
nodes present in the network at time ¢ as:

1) =
x(r)=e T
The cost function for the network is as in (10). The

attacker’s cost function is given in (8) with i = 1.
The optimization problem for the attacker is:

N 2 212
n;illnThELT A [r1z(t)” + qiA{z(r)"] dt
s.t. 2(t) = —Az(t) +u[l —z(1)] , & €10,1]

The optimization problem for the network is:

OT [rox(r) + qou’x(r)?] dt

M1 —x(t)] —ux(t) , ue0,1]

12)

,(lﬁ»u)tx()_’_ [1 _e*(lﬁﬁl)t]' (13)

(14)

min lim —
u T—oo T

s.t.x(¢) =

s)
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If we assume xy = 0, substituting (13) into (15) simplifies
the network’s optimization problem to:
Y.
min ————
u ()»1 + M)2
s.t. u€[0,1]

[ro + qou’] (16)

Proposition 1: Let ko = ry/qo. The best response function
By :[0,1] = [0,1] of the network to the attacker’s action A; €
[0,1] is given by

ko A«l, A,l > ko, ko < 1
M_Bo(ll):_{ 1,/ M <kg,ko<1orky>1
Proof: Define the objective function as: F (u) := A7[ro+

qou®]/ (A1 +u)?. We compute its first derivative:

22}
m [qoul — o).
F'(u) is negative at u = 0 and, depending on the value of 4,
it either remains negative for the entire range of values of u
or changes sign from negative to positive (and only once),
and this happens at u = ko/A; if A > ko. Hence, for ko < 1,
the best response function is By = 1 when F’(u) is negative
for u € [0,1], i.e., A < ko; the best response is given by
By =ko/A1 when A; > k.. [ |

Similarly, we can obtain the best response function B; for
the single attacker.

Proposition 2: Let k| =r;/q;. The best response function
B :10,1] — [0, 1] is given by

ki/u, u>k,k <1

M =By (u) = 1,/ u<kiki<lork >1

Proof: Note that the utility function for the attacker has
the same form as the network, and the result directly follows
from the proof of Proposition 1. [ ]

Theorem 1: The Nash equilibrium of the two-person
static game between one attacker and the network is unique
for the cases (i) kg < k1 <1 (or kg < 1, k; > 1) and (ii)
ki < ko <1 (or kj < 1,kg > 1). The solution (u*,A{) is
given in these cases respectively by (1) u* = ko, A =1,
() u*=1,A = k. If ko = k; =: k < 1, then there is a
continuum of NE, i.e., any (1*,A) on the curve u*A; =k,
with k <u*,A; <1, is a NE; and if ko > 1 and k; > 1, then
NE is again unique and is given by u* =A; = 1.

Proof: NE is the intersection point of two best-response
functions By and Bj. The result follows from finding the
intersection points in different regions. [ ]

As an example, in Fig. 2, we depict the best response
functions of the two-person game and its NE. We show
the NE solution described by Theorem 1 in three different
regions of the parameter space.

Fl(u) =

B. Static Case: Multiple Attackers

For the case with p attackers, we use the linear model
from (11). The cost function for the network is the same as
in (10). The cost functions for the attackers follow from (8)
with A;,q;,r; as parameters for i=1,---, p.

The optimization problem for the network is (with initial
condition xg = 0):

P 9.\2
min (Zi:l )Ll) 5
! (Zzpzl;\’i—i_u)
s.t. ue0,1]

[ro + qou’] (17)

The p optimization problems for the attackers (with zg = 1)
are, fori=1,--- ,p:
in i+ ]
min ri iN
e Mtuw2
s.tt. A; € [O, 1]

(18)

In the multiple attacker case, due to the symmetry and
resemblance of the problem to (16), the best-response func-
tion u = By(A1,A2,--+,A,) 1 [0,1]7 — [0,1] for the network
is given by

ko
=14 LA
I,

With k; = r;/q;, the best-response function B; : [0,1] —
[0, 1] for attacker i =1,---,p is given by

A = Bi(u) := { ’1<z/u

From (19) and (20), we can see that the best-response
function of attacker i is dependent on the network action
u only. Hence we can define the aggregate attack response
Ba(u) =Y, Bi(u). Without loss of generality, we order the
indices of attackers according to their value &;, i.e., k; <ky <
< kp, <1< kp, 11 <kp,12 <+ <kp. The best response
By can thus be obtained as follows.

11.7:1 7L,' > k(),k() <1

(19)
Zf:lﬂvi <ko,ko <1 orky>1

u>k,‘,k,‘<1

u<kiki<lork;>1 (20)

D, u<ky
Ba(u):={ (p—i—1(k))+L1¥7k;, cond2
(p—pa)+ 1 X0 k), kp, <u<1

ey
where % (k;) = max{h : k, = ki,h = 1,2,---,p}, I(ki) =
f(ki)—l', and cond. 2 is ki§M<k[+1,i: 1,--- ,pn—l,ki7£
kiy1.
Theorem 2: There exists a Nash equilibrium for the (p+
1)-person static game.

Proof: Let fg(u):= Bo(Ba(u)). A NE satisfies the fixed
point equation u = fz(u),u € [0,1]. Since the best response
functions By, B, are continuous over the compact sets [0, p]
and [0,1], respectively, the result follows from invoking
Brouwer’s fixed point theorem [18]. |

In the following, we discuss several special cases and show
that the multi-attacker game admits either a unique equilib-
rium or multiple equilibria, depending on the parameters.

Corollary 1: Suppose that kg =kj =--- =k, ==k < 1.
Then, the (p + 1)-person static game admits a unique NE
solution u* =k/p, A =1,i=1,2,--- p.

Proof: The proof follows from finding the best response
curves By and B, and they have only one intersection point,
which yields the NE. |

Corollary 2: Suppose thatkj =--- =k, =k <1 and ko =
pk. Then, the (p+ 1)-person static game has a set of NE
solutions given by {(u*, A/, A, A)) A =A) =--- =

TP
Ap =t Ar =k A € [0,1],u" € [0,1]}
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Fig. 2. The NE solution for a static game between one attacker with k; = r;/g; and the network with kg = ro/qo. The blue curve is the best response
function By of the network to the attacker, and the red curve is the best response function B; of the attacker to the network. The NE is the intersection
point of two best response curves. We illustrate three cases of NE solutions: (a) k; < ko < 1: NE solution is obtained at A; = ky,u* =1; (b) kg < k; < 1:
NE solution is A" = 1,u™ = ko; (c) ko = k1 < 1; NE solutions are points on the highlighted curve, i.e., u*A;" = ko = ki.

Au) + 3.0)

A J
=

Fig. 3. The NE solution for a static game with two attackers. The BR of
the two attackers are depicted by A (u) and Az (u), respectively. The BR of
the network is depicted by the blue curve. With ky < k; < k» < 1, the NE
solution is achieved at u =ko/2,A1 = 1,42 = 1.

Proof: 1Tt is easy to show that, for any NE, it must
satisfy Y7 | Aju = kp. Due to symmetry, all A; at equilibrium
must be the same, ie., A;:=A foralli=1,---,p, ud =k.
The result then follows from using the condition A = B;(u).

|

In Fig. 3, we use an example to illustrate the result in

Theorem 2. The best response functions of the network and

the attackers are illustrated. The equilibrium solution depends
on the parameters in the best response functions.

V. DYNAMIC CASE

In this section, we analyze the dynamic case of the node
capture and cloning attack on a wireless sensor network
when there are multiple attackers. We first develop the single
attacker case for comparison.

The general form of the dynamics for the fraction of com-
promised nodes has been described in (2) and (7) in Section
III. Attacker <7 aims to increase the number of captured
nodes with minimum control, which can be modeled by the
following cost functions:

T
Jogad i) i= [ i +qiadan, 22)

fori=1,2,---,p. Note that the dependence of cost function
Jz on the actions of the other players comes from the state

dynamics (7).

On the other hand, the network’s goal is to increase the
number of healthy nodes while minimizing the revocation
rate, i.e., the player minimizes the following cost function:

T

Jy(MisAi ) = /0 (—roz® + qop?)dt. (23)
Here we are not requiring A and u to be in [0,1]. We should
make that explicit. In this section, we look for open-loop NE
solutions for the differential game described by (7), (22) and
(23). A strategy is said to be open loop (OL) if it does not
depend on the state of the system, i.e, &; = A;(r,20) € A; and
u=fi(t,z0) € I', where A; and [i are continuous in 7, and
A; and I" are strategy spaces of attacker .o7; and the network,
respectively, containing permissible open loop strategies.

Definition 2: Let T = Jag(Ai A ) and
Jy = Jy(di,Ai,[i). The set of strategies {i*,A*,i =
1,2,--- ,p},i[* € A;,i1* €T, constitutes an open-loop (OL)
NE solution if, and only if, the following inequalities are
satisfied for all ft € I" and Aiehi=172,-- ,Ds

f:}l = i%(z’i*j’jivﬁ*)gt%(iivj’jivﬂ*)v

J_ii/ = J_/V(Zl*viinoa*) S </V(ii*51ii7‘a)'

A. Dynamic Case: Single Attacker

In the case where the network faces a single attacker, (7)
is reduced to

2(t) = —Az(t) + u. (24)

Theorem 3: Consider the two-person node capturing
game described by (24) and cost functions (23) and (22)
with p = 1. Let r9 = r; := r. Then, the open-loop Nash
equilibrium solutions (A}, u*) of the two-person nonzero-
sum game coincide with the open-loop saddle-point solutions
(A5, 15) of the following two-person zero-sum game with
dynamics (24) and the cost functional

T
P = [ 02 +022 —quddr, @25
where the attacker minimizes L by choosing AS(r) :=
A3 (t,z0) € A1, and the network maximizes it by choosing

uS(0) = i (1,20) €T
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Proof: The network aims to minimize (23), which is
equivalent to maximizing

T
Mxl,u):./o (2 — gol® + & 4 (M) dt

for any continuously differentiable function & 4 of the
attacker’s control A;. Likewise, the attacker’s goal is to
minimize (22), which is equivalent to minimizing

T
Jon (A, 1) :/o (r® + @17 + &y (w))dt,

for any continuously differentiable function &, of the net-
work’s control f1. Let & 4 (A1) = q1A7 and &, (1) = —qop>.
Then, we arrive at one single cost (or utility) functional of
the game given by (25). Since the open-loop NE solution is
independent of the state, finding the saddle-point solutions
to the zero-sum game with cost functional (25) is equivalent
to the nonzero-sum game. ]

Note that the assumption that ry = r; in Theorem 3 is
made without loss of generality, as otherwise scaling would
still lead to the same cost functionals.

Following the result in Theorem 3, we can conclude
that the NE of the nonzero-sum game has the property
of ordered interchangeability [19]. Hence, in the case of
multiple equilibrium strategies, each player does not have to
know (or guess) the particular strategy the other player will
use in the game, since all such strategies are in equilibrium
and yield the same value of the transformed (strategically
equivalent) game.

B. Dynamic Case: Multiple Attackers

In the case of multiple attackers, we can characterize the
OLNE of the (p + 1)-person finite horizon differential game
described by (7), (22) and (23) with the following necessary
conditions.

Theorem 4: Consider the (p + 1)-person node capturing
game with multiple attackers described by (7), (22) and
(23). If {@*,A7,i=1,2,---,p}, A} € A;,i* €T provides an
open-loop Nash equ111br1um solution, and {z*(¢),0 <t < T}
is the corresponding state trajectory, then there exist p + 1
costate functions ¢;,i =0,1,2,--- ,p:[0,T] — R, such that
the following relations are satisfied:

= ()08 70 =0 @6
6(0)= —2r2()+ 0 (L0 47), 9(T) =0, @7)

Go(r) = 2r02" (1) + 9o (T A7 ) 0(T) =0, (28)

and the NE solutions need to satisfy for i =1,2,---,p

* ¢IZ

@) = A , 29
() (t,20) = 2 (29)
w) = u*(r,zw—z"’—;o (30)

Proof: Following Theorem 6.11 in [19], we construct
Hamiltonians for each player given by

HO(t, 0,2, A, Ais lt) = =102 +qot’
+¢o —<i%)z()+u> (31)
(t, iz, Ay Ay b)) = ri;2+q,‘lf
+0 (— <_Xp‘,li>z(t)+u> 62
;21,2,...

By minimizing (31) with respect to p and (32) with respect
to A;, we arrive at unique solutions (29) and (30) due to the
convexity with ¢; > 0,i =0,1,---, p. In addition, the costate
variables ¢; need to satisfy for i =0,1,---,p:

(]S,' = _%Hl(tv¢i7Z*7)’i*7)’jivu*)'

Hence we arrive at (27) with terminal condition ¢;(7) = 0.
|
Theorem 4 provides a set of necessary conditions for open-
loop NE solutions to satisfy, and therefore it can be used
to generate candidate solutions. It is also known that every
such NE is weakly time-consistent [19]. Note that due to
the nonnegativity constraint on the controls, we need ¢y <0
and ¢;z > 0. We will also require no conjugate points in
the set of equations (26), (27), and (28). In order to see
whether the candidate solution is the open-loop NE, we
can apply sufficient conditions and check the convexity of
ﬂi(tu G, 0—i,2) = Hi(tv i, 2, ll-*(¢,‘,z),lf,»(¢7,‘,z),u*(z)) with
respect to z for i =0,1,---, p. From (29), (30), (31) and (32),

we obtain the following conditions for convexity

L — <f ﬂ) >0, (33)
2 i=1 2qi

Tpi r,»——"2+¢,»<2 ¢’>>0 (34)
2= 4q; = 2q

If (33) and (34) are satisfied, we can conclude that for every
given control of other players, the control of player i that
satisfies (29), (30) yields an optimal path that satisfies the
inequalities of Definition 2. Hence, (33) and (34) provide a
sufficient condition for open-loop NE solutions.

In the case of two person game with one attacker, one can
reduce (26), (27), (28) into

&) = 2¢qll () + ;—;O, 7°(0) = 2o, (35)
2 *

Gi(r) = —2rz"(1)+ %;1(0, ¢1(T) =0, (36)

Go(t) = 2r02" (1) + ¢0¢21; ()7 ¢o(T) =0. 37

Corollary 3: Consider the node capturing game with a
single attacker and let ro = ry. If {{1*, A"} provides an open-
loop Nash equilibrium solution, then there exists one costate
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function ¢ : [0,7] — R, such that (35) and

2 *
60 = —2nz 0+ LW 7)o,
q1
with A (¢) := A; (t,20) = Z—Z and p*(r) := f1*(r,z9) = 2%0.
Proof: The proof follows from (36), (37) and by noting
that —@o(-) = ¢1(-) := ¢ (") u

Note that Corollary 3 provides a set of necessary con-
ditions that are equivalent to the zero-sum game described
in Theorem 3. Let ry = r := r. We can construct a single
Hamiltonian H = rz> + q1A — qop® + ¢(—Az+p) for the
zero-sum game and arrive at the same set of conditions.

Theorem 5: The (p + 1)-person finite-horizon open-loop
differential game described by (7), (22) and (23) is equivalent
to the following (p + 1)-person game with a common cost
functional

T P
LPH(M,'"JLP,H):/O Zz+zfii7ti2—éo#2dt,
i1

where §; =q;/ri,i=0,1,---, p. The network maximizes Ll
by choosing (1) := fij(t,20) € I, and attacker «,i =
1,2,--+,p, minimizes it by choosing A5(¢) := A3(t,20) € A,
Proof: The proof follows the similar argument as in
Theorem 3 and by scaling the cost functionals with r; we
can form LP*! in the same way as in Theorem 3 for (p + 1)-
person game. |
Note that Theorem 5 shows equivalence of the open-loop
NE of the (p+ 1)-person game to the saddle-point solution
of a two-player team game where the minimizing player
is actually a team of p players. The equilibrium strategies
from the (p + 1)-person zero-sum game coincide with the
one studied in Theorem 4. We can also verify this by noting
that the adjoint equations (36) are symmetric if r; = r, and
@o is opposite in sign with other ¢; in (37).

VI. NUMERICAL STUDIES

In this section, we illustrate with numerical examples the
NE solutions for the node capture and cloning games for
both the static and the dynamic cases.

A. Static Case Simulations

For a single attacker, we analyze the two cases in Theo-
rem 1. For case (i), we let ko = 3/10, and k; = 1/2, which
yields the NE of u* =3/10 and A = 1. The steady-state
value is zg = 0.231. For case (ii), we let kg = 7/10, and
ki =2/5, which yields u* =1, A =2/5, and z;, = 0.714.

For two attackers, we analyze the two cases in Corollary 1
and Corollary 2. For Cor. 1, we let ko = k| =k, =3/5, which
yields the NE of u* =3/10 and A = A} = 1. The steady-
state value is zg = 0.231. For Cor. 2, we let k; = ky =2/5,
and ko =4/5, which yields u* =4/5, A} =1} =1/2, and
Zss = 0.615.

B. Dynamic Case Simulations

In the single attacker case, we set rp =r; =1 and g9 =
1,41 =2/3. Fig. 3(a) shows the strategies of the attacker and
the network in the two-person game, and in Fig. 3(b) shows
the trajectory of the state variable z(7) and costate variable
¢(1) = ¢1(r) = —@o(r). Under the equilibrium strategies A;
and p*, the state variable z(r) = 1 —x(r) reaches its steady
state zg; = 0.818 within 7 € [0,3]. The attacker constantly
spends more control effort capturing the nodes in the network
than the network’s effort to recover the nodes.

For two attackers we set ro = 1,r; = 1.5, = 1.2 and
qo = q1 = q2 = 1. We observe that attacker .« is more
malicious than attacker 7] since it places higher weights on
the state variable z(¢). The open-loop NE strategies will be
equivalent to the case where all r; =1 for i =0,1,2 and g9 =
1,1 =2/3,92 = 5/6. In Fig. 3(d), we show the trajectory
of state variable z(7) and costate variables ¢y, ¢, ¢, at open-
loop NE, and in Fig. 3(c), we show the strategies of the
attackers and the network. We see from Fig. 3(d) that at the
NE, the network reaches its steady state z;; = 0.612. Attacker
271 constantly uses more control effort to compromise the
network than attacker /5 due to attacker .«7’s higher level
of malicious intent.

In the example of the single attacker, we see that attacker
27, alone can cause harm to the network and let the network
reach z2, = 0.818 with maximum effort at r = 0 given by
Al max = 1.22. On the other hand, in the case where attacker
 is the single attacker in the network, the network reaches
22, = 0.914 under NE, and the maximum effort over time
occurs also at + =0 given by A max = 1.091. We observe
that the consequence of having two attackers in the network
is more severe than the sum of damages caused by attackers
individually. The steady state value zg; = 0.612 < Zg :=
1 — Az, — AZ2, = 0.732, where Azl :=1—z! =0.182, and
AZ% :=1—272, = 0.086. In addition, the attackers tend to use
less effort when more attackers are present in the network.
The maximum efforts of attackers .7} and 2% are 0.910 and
0.728, respectively, in the two attacker case.

VII. CONCLUSION

In this paper, we have studied the problem of node
capture and cloning attacks on wireless sensor networks
with multiple attackers. We have formulated a game-theoretic
framework to model the strategic behaviors between the
network and the group of attackers. We have considered two
game scenarios: one is static and the other one is dynamic. In
both cases, the network determines revocation rates to protect
the system, whereas the attackers choose individual capture
rates to compromise the network operation. In the static case,
the capture rate has been taken as a time-invariant parameter,
and the revocation rate as a linear function of the state.
We have derived explicit functions of time for both rates
and proved the existence of pure-strategy Nash equilibria.
In the dynamic case, the capture rates and revocation are
general functions of time. We have studied the open-loop
Nash equilibrium of the game and have characterized the
equilibrium solutions with a set of necessary conditions. In
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Fig. 5. Dynamic case: (a) the strategies of one attacker, (b) the trajectory of the state variable z(r) and costate variable ¢(r) = ¢; ()

Fraction of Valid Nodes z(t) for One Attacker

4
Time (1)

(@)

Fig. 4. Static case:

Strategies of Attacker and Network Trajectories of State and Costate Variables

_ Altacker Stralegy 1,

=

()

Fraction of Valid Nodes z(t) for Two Attackers

4
Time (1)

(b)

(a) the fraction of valid nodes left in the network, z(z), for one attacker, (b) z(r) for two attackers.

Strategies of Attackers and Network.

Trajectories of State and Costate Variables.

Allacker 1 Stralegy 7,
09] - Attacker 2 Strategy %,
N Network Strategy i

Control
'
i
‘

()

—¢o(r) for one

attacker, (c) the strategies of two attackers, and (d) the trajectory of the state variable z(z) and costate variables ¢o(),;(z),$2(¢) for two attackers.

addition, we have shown the equivalence of the (p + 1)-
person nonzero-sum dynamic game to a zero-sum game
between the network and the attackers lumped together as
a team.

As future work, we intend to study the dynamic game
under different information structures, which includes the
one under feedback strategies for both players, incomplete
information games, and games with mixed information struc-
tures. It is also of interest to investigate topological features
of wireless sensor networks and analyze their effects on
node capture and cloning attacks. We also intend to consider
different structures of the cost functions by extending the
quadratic costs to a more general form of costs.
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