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Abstract. Intuitively, two protocols Pi and P2 are indistinguishable
if an attacker cannot tell the difference between interactions with P
and with P.. In this paper we: (i) propose an intuitive notion of indis-
tinguishability in Maude-NPA; (ii) formalize such a notion in terms of
state unreachability conditions on their synchronous product; (iii) prove
theorems showing how —assuming the protocol’s algebraic theory has
a finite variant (F'V) decomposition— these conditions can be checked
by the Maude-NPA tool; and (iv) illustrate our approach with concrete
examples. This provides for the first time a framework for automatic
analysis of indistinguishability modulo as wide a class of algebraic prop-
erties as F'V, which includes many associative-commutative theories of
interest to cryptographic protocol analysis.

1 Introduction

The security of cryptographic systems has traditionally been reasoned about
using two different types of models. The first is the computational model, in
which the cryptographic system is attacked by a probabilistic polynomial-time
adversary. In this model one normally proves some sort of indistinguishability
property which guarantees, e.g., that an attacker who interacts with two different
instances of a protocol involving different data should not be able to tell the
difference. The second is commonly known as the Dolev-Yao model in which
cryptographic operations are modeled as abstract function symbols. This lends
itself well to model checking, so it is normally used to verify conditions that can
be formulated as state reachability properties, e.g., that the attacker should not
be able to obtain a secret in the clear (known as simple secrecy in the literature).
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Recently the interest in formulating and applying indistinguishability prop-
erties for Dolev-Yao models has been growing. There are a number of reasons
for this. The first is that cryptography has advanced to the point at which it is
not only possible to provide computational proofs of security for algorithms, but
also for the protocols that use those algorithms as well. If Dolev-Yao tools can
be extended to prove indistinguishability, this increases the likelihood that both
approaches can be used together in an effective way to ensure protocol security.
The second is that there is a growing class of privacy-protection protocols for
which simple secrecy is clearly inadequate. Such protocols protect low-entropy
data such as votes, medical records, or network routes; even partial leakage of
this information could be harmful. The third is the result of recent work on au-
tomatic generation of cryptographic algorithms. In this work, multiple possible
algorithms are generated out of a library of components and then checked for
security. This may involve the use of Dolev-Yao like tools to weed out insecure
algorithms or even verify the security of correct ones, as in [3].

When a Dolev-Yao tool is used to check for subtle properties such as indistin-
guishability, it is important that it offers as detailed a picture of the properties
of the cryptographic operations as possible. This is done by including infor-
mation about their algebraic properties, that is, the equations obeyed by the
function symbols. For example, if a cryptographic system uses exclusive-or, one
should be able to take into account the associative-commutative, identity, and
self-cancellation properties of exclusive-or. Such algebraic properties have been
studied extensively in the literature, although there are still some classes of
properties that are not that well understood.

At this point, there are four main problems being explored in relation to
Dolev-Yao indistinguishability. The first is how best to formulate in the Dolev-
Yao model a property such as indistinguishability that in its broadest sense is
not a reachability property. The second is how to incorporate equational theories
in this reasoning. The third is how to increase the range and complexity of the
types of protocols we can reason about. The fourth is when and how to ensure
that Dolev-Yao indistinguishability implies computational indistinguishability.
In this paper we address the first two of these problems, although we note that
the second is closely related to the fourth, and can be used to facilitate its
solution. We summarize our contributions below:

Formulating Indistinguishability in Dolev-Yao. We propose an intuitive
notion of indistinguishability related to the notion of wuniformity used in
Proverif [6] in that it is defined, not in terms of equivalence between two proto-
cols, but of equivalence between roles of two protocols. In this case roles from
the two protocol versions P; and P, are paired together and executed in a syn-
chronous fashion (called a synchronous product in our case). We then define our
notion as the conjunction of two more basic properties, namely Indistinguish-
able Messages (IM) and Indistinguishable Attacker Event Sequences (IAES).
Intuitively, the IM property says that the attacker, when performing the same
actions for P; and for Ps, can never reach two corresponding stages in such ac-
tion sequences such that it can learn the same message from P; at both stages,
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but different messages from P, at those same stages, or viceversa. The IAES
property says that the attacker can perform the same interaction steps with Py
and Po, which requires a bisimulation between the two protocols. We prove a
result with respect to the semantics of the Maude-NPA protocol analysis tool
[13], showing that the conjunction of IM and IAES can be formulated in terms
of reachability properties in Maude-NPA.

Incorporating Equational Theories. Our approach extends naturally to any
algebraic theory E that can be decomposed as F = Ey U B, with the equations
E, oriented as rewrite rules modulo B, and the decomposition (B, Ey) satisfying
the finite variant (FV) property. In this case we prove theorems showing that the
IM and TAES properties can be checked by the Maude-NPA tool. The class of
theories with finite variant decompositions contains a large number of theories
of interest to cryptographic protocol analysis, including exclusive-or, Abelian
groups, and a number of theories describing the properties of modular expo-
nentiation. Thus previous work on analysis of protocols modulo finite variant
decompositions is naturally extended to the verification of indistinguishability
under many possible equational theories.
Finally, we illustrate the IM and TAES properties with two examples.

Ezample 1. Consider two protocols P; and Py using the exclusive-or (XOR)
operator “@”. Below we give the exchange of messages for each protocol:
(731)A—>BZ77’L1@7711 (PQ)A—>B:m1€Bm2

where m; and mso are two constants denoting different messages. Since the at-
tacker can perform the XOR cancellation (i.e. M @ M = 0), and can generate
the XOR unit element 0, then it can distinguish P; and Py by performing the
following actions:

(Pl) 1. A— I(B) tmy1 P ma (:XOR 0) (Pg) 1. A— I(B) :m1 P me
Thus these protocols do not satisfy the IM property, since in P; the attacker
generates 0 from two different action sequences, whereas in Ps it does not.

Ezample 2. Consider a protocol similar to the first step of the Encryption Key

Exchange (EKE) protocol [5] in which, unlike the original EKE, the attacker

can distinguish whether a decryption succeeds or not. The algebraic properties

of this protocol consist of the cancellation of encryption and decryption. In this

protocol, Alice sends to Bob her name (A) concatenated with the encryption of

her public key pkey(A) with a password pw(A,B) they have agreed on before.
A= B: A; {pkey(A)}pw(a,b)

Consider two cases in which the honest principals perform the same step shown
above, but in P; the attacker knows the right password pw(4,B), whereas in Ps
it knows a random password pg(i). The intruder can distinguish between P; and
P2 by performing the following actions, where steps 2, 3, and 4 denote deductions
performed by the intruder:

(P1) 1. A= I(B) : A; {pkey(A)}pwia,p) (P2) 1. A= I(B): A; {pkey(A)}pw(a,n)
(Pr) 2. I : {pkey(A)}pw(a,n) (P2) 2. I : {pkey(A)}pw(a,n)

(P1) 3. I:pw(A,B) (P2) 3. 1:pg(i)

(P1) (P2)

1) 4. I : decryption succeeds 2) 4. I : decryption fails
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That is, in step 4 in P; the attacker can obtain the message pkey(A) in the clear,
by decrypting the message sent in step 2 pw(A,B), whereas in Ps such decryption
fails. Hence the protocols are not bisimilar and so fail to satisfy TAES.

Paper Organization. We first discuss related work in Section 2 and recall
some technical preliminaries in Section 3. In Section 4 we recall the forwards
semantics of Maude-NPA defined in [14]. In Section 5 we present our formal
definition of indistinguishability using the fowards semantics given in Section 4
as a reference model and prove that it can be analyzed in Maude-NPA assuming
that the equational theory used for P; and P> has a finite variant decomposition.
Section 6 explains how to analyze indistinguishability properties in Maude-NPA.
We summarize our conclusions in Section 7.

2 Related Work

Work in extending the Dolev-Yao model to support the definition and verification
of indistinguishability properties goes as far back as the early eighties, when
Michael Merritt developed a theory of hidden automorphisms [19]. The first to
apply a tool to analyze protocols for indistinguishability was Gavin Lowe [1§],
who used the FDR model checker to analyze security of password-base protocols
against off-line guessing attacks.

Abadi and Fournet gave in [1] the definition of two kinds of indistinguisha-
bility: static equivalence and observational equivalence, in terms of the applied
m-calculus presented in that paper. Roughly speaking, static equivalence de-
scribes a passive observer’s inability to distinguish between two protocols, while
observational equivalence describes an active attacker’s inability to distinguish
between two protocols.

More recently Cortier and Delaune [12] have shown that trace equivalence
implies observational equivalence for determinate applied m-calculus processes.
Roughly speaking, a process is determinate if it exhibits no non-deterministic
choice points, and two processes are trace equivalent if for any trace produced
by one process there is a trace produced by the other process indistinguishable
from the first trace by the attacker. In our approach, the IM property assumes
the existence of traces in both sides of a protocol pairing and simply compares
the messages. Thus, IM is closer to static equivalence than trace equivalence,
where you need to prove the existence of such traces. On the other hand, the
TAES property ensures the existence of traces with the same behavior. Indeed,
IM does not imply TAES, since the latter is tested after the former is proved.

Trace equivalence is decidable in the bounded session model, and a number
of algorithms and tools have been developed, covering a wide class of equational
theories [4,8,9,7,10]. However to our knowledge there has been very little work
(if any) on trace equivalence involving AC theories.

Although trace equivalence is decidable for the bounded session model, it is
not straightforward to implement in search-based tools that are typically used to
evaluate cryptographic protocols. This is because trace equivalence is an exam-
ple of a hyperproperty [11] : it is not defined in terms of sets of traces, but sets of
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pairs of traces, and thus cannot be defined in terms of reachability or unreacha-
bility of particular classes of states. However, integration of indistinguishability
into state exploration tools has a number of potential benefits, since one auto-
matically obtains support for whatever feature the tool offers, e. g., support for
the unbounded session model and equational theories involving AC.

Checking for hyperproperties such as trace or observational equivalence can
be implemented in a search-based tool by specifying a stronger property that
can be formulated in terms of state reachability. Such an approach was taken
by Lowe in [18]; a protocol was secure against guessing attacks if the attacker
could not generate certain types of terms. This was later shown in [22] to imply
a property similar to the observational equivalence of [1].

The most prominent application of this approach to cryptographic protocol
verification has been in the Proverif tool via the notion of uniformity, shown to
imply observational equivalence in [6]. It is used to define the indistinguishabil-
ity of two processes that differ only in certain terms. Uniformity requires that
the two processes be executed in lock-step as a bi-process and projection of
the bi-process to each of its components is a bisimulation. The authors prove
that uniformity is equivalent to a state unreachability property, and thus can be
evaluated using ProVerif. ProVerif can be used to verify uniformity for subterm
convergent rewrite theories; Arapinis et al. [2] have developed methods for ex-
tending this to some theories that include a restricted encoding of AC axioms
(in particular, some terms must be ground).

The approach we use in our paper is closest to that of ProVerif; we define
a pairing between two protocols and define security in terms of reachability
conditions on the protocol pairing. One major difference is in the support of AC
theories without any encoding restrictions, as long as they have decompositions
with the finite variant property. This is inherited from Maude-NPA. There are
also differences in the approach we take to specification and implementation
of security properties. In ProVerif, the intruder is given the ability to evaluate
a predicate that outputs “bad” if there is a violation of uniformity. One then
checks for uniformity by proving that no state containing “bad” is reachable.
This gives Proverif the ability to reduce everything to just one property.

In our approach we use an unmodified Dolev-Yao intruder with no ability
to evaluate predicates. This is motivated by our preference to avoid increasing
the complexity of Maude-NPA’s Dolev-Yao model unless absolutely necessary,
and thus to express our security requirements in the original Maude-NPA frame-
work. In particular, the IM property implicitly includes a test on equality, but
it is expressed as a property of the attack state, not as an intruder predicate.
We are however, considering developing more general intruder predicate testing
functionality as future work, and if we decide to do this we will revisit this issue.

3 Preliminaries

We follow the classical notation and terminology from [23] for term rewriting
and from [20,21] for rewriting logic and order-sorted notions. We assume an
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order-sorted signature 3 = (S, <, X) with partially ordered set of sorts (S, <).
We also assume an S-sorted family X' = {X;}ses of disjoint variable sets with
each &S countably infinite. 7 (&) is the set of terms of sort s, and Ty ¢ is the
set of ground terms of sort s. We write 7. (X) and Ty, for the corresponding
order-sorted term algebras. The subterm of ¢ at position p is t|,, and t[u], is
the result of replacing ¢|, by u in ¢. Application of substitution ¢ to a term ¢ is
denoted to.

A Y -equation is an unoriented pair t = ¢/, where ¢,t' € T (X) have a common
typing t:s, t’ :s, s €S. Given a set E of Y-equations, order-sorted equational
logic induces a congruence relation =g on terms t,t' € Ty (X); see [21]. We write
CSUg(t =t') for a complete set of unifiers of ¢ and ¢’ modulo E.

A rewrite rule is an oriented pair I — r, where | ¢ X, Var(r) C Var(l), and
l,r € T(X) have a common typing | :s, r:s, s €S. An (unconditional) order-
sorted rewrite theory is a triple (X, E, R) with X an order-sorted signature, F a
set of X-equations, and R a set of rewrite rules. The relation -z g on Ty (&) is
defined as: t &R,E t' (or =g g) if p is a position of ¢, I — r € R, t|, =g lo, and
t' = t[ro], for some o. A term w is in — g g-normal form if there is no v such
that u =g £ v.

Given an (unconditional) order-sorted rewrite theory (X, E, R) such that E
has a finitary and complete unification algorithm, the narrowing relation ~»g g
on Ty (X) is defined as tvp»(,,R,E t" if p is a non-variable position of ¢, I — r € R,
o€ CSUE(tl, =1), and t' = (t[r]p)o.

A decomposition (X, B, Ey) of an equational theory F is a rewrite theory
that satisfies the following properties: (i) B is regular, sort-preserving and uses
top-sort variables, (ii) B has a finitary unification algorithm, and (iii) the rules
Ey are convergent modulo B, i.e., sort-decreasing, confluent, terminating, and
coherent modulo B. Given a decomposition £ = (X, B, Ey), the normal form
of a term ¢ is denoted by tlg, p. Given a decomposition £ = (X, B, Ey), a
variant of a term ¢ is a pair (¢',6) such that ¢’ =p (t60)lg, 5. A decomposition
(X, B, Ey) has the finite variant (FV) property if there is a complete and finite
set of variants for each term (see [15] for details). If a decomposition (X, B, Ep)
of an equational theory E has the finite variant property, there is an algorithm
to compute a finite complete set CSUg(t =t') of E-unifiers [15].

A transition system is written A = (A, —), where A is a set of states, and
— is a transition relation between states, i.e., 2C A X A. A rewrite theory
R = (X, B, R) specifies a transition system Tg whose states are elements of the
initial algebra 7/ g, and whose transitions are specified by the set of rewrite rules
R. Given two transition systems A = (A, —4) and B = (B, —z), a simulation
from A to B, written A H B, is a relation H C Ax B such that a Hb and a — 4 o
implies that there exists b’ € B such that ' Hb and b —5 b'. A simulation H
from (A, —4) to (B, —g) is a bisimulation if H~! is a simulation from (B, —5)
to (A, —4).
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4 Forwards Semantics for Maude-NPA

Maude-NPA [13] performs a backwards narrowing-based reachability analysis.
However, our notion of indistinguishability is more naturally defined in Maude-
NPA in terms of a rewriting-based forwards analysis. In this section, we briefly
recall the forwards semantics and refer the reader to [14] for further information.

4.1 Maude-NPA’s Strand Space Model

In this section we give an overview of Maude-NPA’s use of the strand space
model to specify protocols and states. This model, with some minor differences,
is the same as that used in the backwards semantics.

Given a protocol P, states are modeled as elements of an initial algebra
Tsp/Ep, Where Xp is the signature defining the sorts and function symbols
(for the cryptographic functions and for all the state constructor symbols) and
Ep is a set of equations specifying the algebraic properties of the cryptographic
functions and the state constructors. Therefore, a state is an Ep-equivalence
class [t] € Tx, /g, with t a ground Zp-term.

In Maude-NPA, a state consists of a multiset of partially executed strands .S;
and a set of terms in the intruder’s knowledge, i.e. a state is a term of the form
{51& -+ &S, & {IK}} where & is an associative-commutative union operator.

The intruder knowledge {IK} is represented as a set of facts using the comma
as an associative-commutative union operator with identity operator empty. In
the forwards semantics knowledge facts are all of the from meZ (the intruder
knows m) where m is a message expression.

A strand [16] specifies the sequence of messages sent and received by a prin-
cipal executing the protocol and is represented as a sequence of {+,-}-labeled
messages [msgft, . ,msgki_l, msgki] such that msg; (also written —msg;) rep-
resents an imput message, msgi+ (also written —&—msgi) represents an output mes-
sage, and each msg; is a term of a special sort Msg. Strands are used to represent
both the actions of honest principals (with a strand specified for each protocol
role) and the actions of an intruder (with a strand for each operation an intruder
is able to perform on terms).

In the following, a protocol specification is defined as a collection of honest
and intruder strand patterns together with the algebraic theory of the protocol.

Definition 1 (Protocol Specification). Given a protocol P, its protocol spec-
ification is a triple (Xp, Ep), HPSp, ISp) where (Xp, Ep) is the algebraic theory
of P, and HPSp and ISp denote the set of honest and intruder strands of P,
respectively.

4.2 Forwards Semantics

In a forward reachability analysis, state changes are defined by means of a set
Rpp of rewrite rules, so that the rewrite theory (Xp, Ep, Rpp) characterizes
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the behavior of protocol P modulo the equations Ep ! . These rewrite rules are
generated from principal and intruder strands as explained below.

The forwards execution of a protocol begins with an “empty” initial state, that
is a state with the empty set of strands and intruder knowledge. The protocol
is executed to determine whether or not an attack state can be reached, where
an attack state is a ground instance of a state pattern defined by the user. One
progresses by applying rewrite rules to states.

For each different kind of principal and intruder strand a set of rewrite rules
is associated as follows. Given a strand [m;*, ..., m,*], n different rewrite rules
are applied to incrementallly “build” the strand step by step. See [14] for more
details and a formal definition of the forwards semantics.

For example, the intruder encryption capability denoted by the strand
[—(K),— (M), +(e(K, M)] has the following associated rewrite rules:

(SS&{KET, IK}} — {SS & [~ (K)| & {K€T, IK}}
(S8 & [~(K)] & {MET,IK}} — {SS & [(K), —(M)] & {M€eT, IK} }
{58 & [-(K), = (M)]&{IK} } = {SS & [~ (K), = (M), +(e(K, M)] {e(K,M)eL, IK} }

where S5 denotes a set of strands and I K a set of intruder knowledge facts.
The forwards execution of a protocol induces a transition system as follows.

Definition 2 (Transition System Induced by a Protocol). Given a pro-
tocol P characterized by the forward rewrite theory (Xp, Ep, Rpp) such that
(Xp, B, Ey) is a decomposition of (X, Ep), we can associate to it a transition
system Lp whose states are B-equivalence classes of terms in Egy, B-canonical
form and whose transitions are of the form:

[t — [t']B

where t > ppp.u and t’ =p ulp, B.

Unlike the case with process calculi, no information is removed from a state
and the history of previous actions can be recovered from a state. Therefore
there is no need to record this information through labels in order to obtain
a labeled transition system. However, labels can be added if desired (e.g. as a
compact way of encoding essential information).

5 Formalization of Indistinguishability in Maude-NPA

Intuitively, two protocols are indistinguishable if an intruder cannot tell the
difference between them. In this section we provide the framework that will
allow the definition and verification of indistinguishability in Maude-NPA. To
define such a framework, in Section 5.1 we first formalize, by the concept of
a protocol pairing, the notion of pairs of protocols that are similar enough to

! The rules Rrp model protocol transitions. In addition, equations Ep are assumed
to have a decomposition (Xp, B, Fo) with Ep = B U Ep which has the FV property,
where Fy are not transitions, but oriented equations.
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each other so that the issue of their indistinguishability can arise. Then, in
Section 5.2 we formalize the idea of similar interactions of the attacker with
a protocol pairing P71, P2 by the concept of the synchronous product P; @ Ps.
Finally, in Section 5.3 we define the indistinguishability of a protocol pairing in
Maude-NPA as the conjunction of two simpler properties called TAES and IM.

5.1 Protocol Pairing

The notion of indistinguishability implies comparing two protocols P; and P,
to ensure that an intruder cannot distinguish the behaviors of P; and Ps. In
practical applications P; and Py are somewhat different versions of a given
protocol with some significant differences. In this section, we formalize, by the
concept of a protocol pairing, the notion of such pair of protocols in Maude-NPA.

Definition 3 (Protocol Pairing). A protocol pairing P1, P2 is a pair of pro-
tocol specifications of the form ((Xp,, Eop, U Bp,), HPSp,, ISp,), (Xp,, Eop, U
Bp,), HPSp,, ISp,) such that:

1. P1 and Pz share the same algebraic signature and equations, i.e. (Xp,, Eop U
Bp,) = (Xp,, Eop, UBp,) = (¥, EgUB) having a decomposition (X, B, Ey).

2. HPSp, and HPSp, have strands for the same roles, with the same length
and the same polarities (+ or —) at each position in the strand.

3. ISp, and ISp, have strands for the same operations, with the same length
and the same polarities (+ or —) at each position in the strand.

We assume both HPSp, and HPSp,, and ISp, and ISp, have disjoint vari-
ables.

We will also require that strands in certain pairs both be identical up to change
of variables, depending on the indistinguishability model used. For example, in
the standard model based on cryptographic definitions of indistinguishability the
same attacker interacts with two different versions of the protocol, so any two
paired intruder strands must be identical up to change of variables. In Lowe’s
password guessing model the same attacker with different password guesses in-
teracts with the same version of the protocol, so we require that any two paired
strands be identical up to change of variables, except that describing the at-
tacker’s guess of the password.

The differences between P; and Ps can be specified by having different mes-
sages in the same j-th strands of P; and Ps, at the same positions in the strands.
Below we illustrate the notion of protocol pairing using the following example.

Ezample 8. Let us consider the two protocols P; and P> of Example 1 shown
above. Note that both P; and Ps share the same algebraic signature and equa-
tions (XOR), and have the same set of intruder strands, and differ only in the
set of honest principal strands, as explained below. More specifically, the sets
HPSp, and HPSp, of honest strands of P; and Ps, respectively, are as follows:

HPSp, ={[ (m1 ®m1)" |} HPSp, ={[ (m1 ®m2)" |}

where m; and meo are two constants denoting different messages, and @ is the
exclusive-or operator. Therefore, Py, P> is a protocol pairing.



A Formal Definition of Protocol Indistinguishability 171

5.2 Synchronous Product of Protocols

Given a protocol pairing P;, P2 as explained above, the analysis of its indistin-
guishability assumes that the attacker interacts in an analogous way with both
protocols at each step. That is, if it performs an action a in Pi, then it does
so in Py too. In this section we formalize the idea of similar interactions of the
attacker with a protocol pairing P;, P2 by the concept of the synchronous prod-
uct P1 ® Po. Intuitively, a synchronous product is a new protocol obtained from
a protocol pairing in which both protocols from the pairing are executed in a
synchronous manner.

In order to provide a formal definition of a synchronous product of protocols,
we first define the synchronous product of strands.

Definition 4 (Synchronous Product of Strands). Given two strands
Stry = [myE, ... mnE], and Stry = [m}, =, ..., m!,F] corresponding to the same
protocol role or intruder action, and with the same polarities at each position in
the strand, the synchronous product of Stri and Stre, written Str1 ® Stra, is a
strand of the form [(my @ m))*, ..., (m, @ m/)*], with ® a new operator.

Let SS1 and SSs be two sets of strands that have n strands corresponding to
the same protocol roles or intruder actions. The synchronous product of SS1 and
SSy, written SSy ® SSa, is a set of strands of the form {Stri, ® Stra, }o<i j<n,
such that Stri, € SS1, St’l“gj € 58Sy, and Strq, and St?“gj correspond to the same
protocol role or intruder action.

Let us now define the synchronous product of protocols as follows.

Definition 5 (Synchronous Product of Protocols). Given a protocol pair-
ing P1, P2, its synchronous product, denoted by P ® Pa, is a new protocol as
explained below. Basically, the signature is extended with new sorts and symbols
to support the specification of a pair of protocols.

— First, the theory decomposition (X, B, Ey) shared by Py and Ps is renamed
(f B E\o) just by a renaming s & S (wheres € S and s € S, of the

partzally ordered set of sorts so that: Msg = SingleMsg, ands = s otherwise,
and with s <s' iff s<s'. The opemtors Y are renamed accordingly, so that
fisi--osn—s s renamed to f:81--8y =S, and the equations B and Ey
are renamed to B and Eo just by renaming the sorts of their variables by the
mapping s — s.

— A new sort Msg is added as the new top sort of the connected component for
messages, so that SingleMsg < Msg.

— A new operator & : SingleMsg SingleMsg — Msg is added to Xg.

— Its protocol specification is the triple P; ® Py = ((2®,EB U E),
HPSp, ® HPSp,, ISp, ® ISp,), where HPSp,, HPSp,, ISp,, and ISp, are
renamed to have disjoint variables.

Therefore, if (X, B, Ey) is the original theory decomposition, then the theory
of the synchronous product is (Xg, B, Ey).
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Ezxample 4. For example, given the protocol pairing P;, P2 of Example 3 the set
HPSp,gp, of protocol strands of the synchronous product P; ® P, is as follows:

HPSp,ep, ={[ ((m1 ®m1) @ (m1 &m2))" |}

The indistinguishability of a protocol pairing P, P2 in Maude-NPA is charac-
terized in terms of the synchronous product P; ® Ps, as we explain in Section 5.3.
To be analyzed in Maude-NPA the equational theory of the synchronous product
P1 ® Ps should have a finite variant decomposition. The following result states
that, if the rewrite theory used by two protocols P; and P, has a finite variant
decomposition, then so does the rewrite theory of P; ® Ps.

Theorem 1. For a synchronous product P1 ® P2, the rewrite theory (Xg, B , E\O)
has the finite variant property iff the rewrite theory (X, B, Ey) does also.

Proof. Since (£, B, E\o) is just a sort-renamed copy of (X, B, Ep) it has the FV
property. Note that (f,ﬁ,ﬁ)) - (Z®,§,EB) is a theory inclusion, and Xg
terms are either f—terms, which have all a finite set of variants, or terms in
T5e(X) — T5(X), which are either variables, whose only variant is itself, or
terms of the form ¢ @ t', with ¢,¢" € T(X). Let bd(t) and bd(t') be the bounds
(see [15]) on reduction sequences to their normal forms for ¢ and ¢', respectively.
Then bd(t ® t') < bd(t) + bd(t'), and thus (Xg, B, E) has the FV property. O

Using Definition 2, the forward analysis of a synchronous product P; ® Ps
induces a transition system Lp, gp,.

In the following, we define two projection functions that will be used below to
connect the behavior of a synchronous product of protocols with the behavior
of each protocol.

Definition 6 (Projection Functions). Let X' and Y be as in Definition 5,
and let X = {X% }Aes’ and X = {X}ses. We then define functions m,ma :
Too (X Y) — T(X) recursively as follows:
m1(z8) = me(xS) = x:s
m(t ®t2) = t1 mo(t1 ® t2) = ta2
T (f (.. tn)) = f(mi(tr), ..., m(tn)) for f#®
ma(f(tr, .. tn)) = f(ma(tr), ..., m2(tn)) for f # &

These projection functions are homomorphically extended to states, transitions
and transition systems.

Proposition 1. Given two protocols P1 and Pa, its synchronous product P1@Ps
and their associated transition systems Lp,, Lp,, and Lp,op, as defined above,
the projection functions in Definition 6, m1 : Lp,op, — Lp,, and ma : Lp,op, —
Lp, are both simulations.

Proof. Easy from analysis of the rules Rrp,, Rrp,, and Rpp,op,)- O
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5.3 Indistinguishability in Maude-NPA
We now define IM and IAES as follows.

Definition 7 (Indistinguishable Messages (IM)). A protocol pairing P1, P2
with underlying equational theory (X, EgUB) satisfies the indistinguishable mes-
sages (IM) property iff for any initial state Sty of Lp,ep,, there erists no se-
quence of transitions Sty — Sty ---St,_1 — St, such that the intruder knowl-
edge in St,, contains two facts (m1@ms)€Z and (m) @m4)ET such that either (i)
my =g m} but mg #g mb, or (ii) ma =g mb but m; #g m/, where E = EyUB.

Definition 8 (Indistinguishable Attack Event Sequences (IAES)).
Given a protocol pairing P1,Pa and the two projections 1 : Lp,ep, — Lp,
and 7o @ Lp,gp, = Lp,, we say that P1, P2 have indistinguishable attack event
sequences (IAES) iff m1 and mo are bisimulations.

Corollary 1. Given a protocol pairing P1,P2 and the two projections
m  Lpgp, — Lp, and mo : Lp,gp, — Lp,, if m1 and mo are bisimulations
then protocols P1 and Py are bisimilar.

In Section 6 we explain in detail how the TAES and IM properties explained
above are analyzed in practice in Maude-NPA.

6 Indistinguishability Verification in Maude-NPA

In this section we explain how the theoretical framework for indistinguishabil-
ity verification presented in Section 5 can be implemented in Maude-NPA. In
Section 4 we presented the rewriting-based forwards operational semantics of
Maude-NPA, which is used as a reference model to define our notion of indis-
tinguishability in Maude-NPA, as explained in Section 5. However, Maude-NPA
performs a backward narrowing-based reachability analysis that we briefly recall
in Section 6.1 (see [13] for further details). Thus the IM and IAES properties are
analyzed in Maude-NPA by performing backward narrowing-based reachability
analysis from certain attack patterns, as explained in Section 6.2 below.

6.1 Backwards Reachability Analysis in Maude-NPA

Maude-NPA explores symbolic state patterns [t(x1,...,2,)] € Tx,/p,(X) on
the free (Xp, Ep)-algebra over a set of variables X. In this way, a state pattern
[t(x1,...,z,)] represents not a single concrete state but a possibly infinite set
of such states, namely, all the instances of the pattern [t(x1,...,x,)] where the
variables x1, ..., z, have been instantiated by concrete ground terms.

As in Section 4, a state is represented as a set of strands and the intruder
knowledge. However, in the backwards semantics there are two kinds of intruder
facts: positive knowledge facts (the intruder knows m, i.e., meZ), and negative
knowledge facts (the intruder does not yet know m but will know it in a future
state, i.e., m¢T), where m is a message expression.
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In the symbolic backwards semantics strands evolve over time; the symbol |

is used to divide past and future. That is, in a strand [ m;*, ..., m;T |mi1 ™,

.., myT |, messages mf, . .,mii are the past messages, and messages miiﬂ,
cee mf are the future messages (mirl is the immediate future message).

State changes are described by means of a set Rpp of rewrite rules, so that the
rewrite theory (X'p, Ep, Rpp) characterizes the behavior of protocol P modulo
the equations Ep for backwards execution. The rules Rgp are generic rules plus
rules generated for each principal and intruder strand in the given protocol. See
[14] or [13] for more detail and a formal definition of the backwards semantics.

The backwards reachability analysis performed by Maude-NPA consists in
symbolically running the protocol “in reverse” by narrowing modulo the equa-
tions E'p. This can be achieved by using the set of rules RE%; (where v — w is
in RE%D iff u — v is in Rpp), and performing backwards narrowing steps of the
form S “RL Bp S’ to search for an initial state pattern from an attack pattern
symbolically describing an attack situation, If Maude-NPA finds an initial state,
then the protocol is insecure, and if it terminates without finding an initial state,
then it proves the protocol is secure w.r.t. the attack pattern.

The following result, proved in [14], allows us to use reachability in the back-
wards semantics to prove reachability in the forwards semantics.

Theorem 2 (Soundness and Completeness). ([14], Theorems 1 and 2) The
backwards narrowing-based reachability analysis performed by Maude-NPA is
sound and complete with respect to the forwards rewriting-based reachability
analysis presented in Section 4.2.

6.2 Analysis of Indistinguishability properties in Maude-NPA

In Section 5.3 we defined our notion of indistinguishability as the conjunction of
two more basic properties, namely, Indistinguishable Messages (IM) and Indis-
tinguishable Attacker Event Sequences (IAES), using the forwards operational
semantics of Maude-NPA explained in Section 4. In this section we prove a result
with respect to the symbolic backwards semantics of the Maude-NPA protocol
analysis tool presented in 6.1, showing that the conjunction of IM and TAES
of a protocol pairing P1, P2 can be expressed as the unreachability of several
different attack patterns for the synchronous product P; ® Ps.

In the following, for each property we describe a set of attack patterns in
Maude-NPA’s syntax denoting states violating that property. If Maude-NPA
proves that at least one of the patterns is reachable from an initial state, then it
proves that the protocol pairing violates the property and, therefore, the intruder
can distinguish between both protocol variants. If the tool proves that no attack
pattern is reachable (by terminating without finding an initial state), then it
proves that the protocol pairing satisfies the property. Necessary and sufficient
conditions for IM and TAES respectively are given in the two theorems below.

Theorem 3. Let Py, P2 be a protocol pairing. Then Py and Po satisfy the IM
property iff no initial state can be symbolically backwards reached from an attack
state of P1 ® Po of either one of the following forms:
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(1) {SS & {(m1 @ ma)€Z, (m1 @ MbH)EL, (M2 #g mh),IK}}, or
(2) {SS & {(m1 @ ma)EZ, (M} ® mo)€Z, (M1 #g m}), IK}}

Proof. Trivial by the soundness and completeness of the backwards operational
semantics w.r.t. the forwards operational semantics (see Theorem 2). O

Theorem 4. Let P1, P2 be a protocol pairing satisfying the IM property. Then
P1, P2 satisfy the IAES property iff no initial state can be symbolically backwards
reached from any attack state of either of the forms:

(1) {SS&[L | —(m®ms), L' ] & {(m1@m})EL, (me #g mh), IK}}, or
(2) { SS & [L | —(m1 ®m2), L ] & {(m’1 ®m2)€I, (m1 #*E m'l), IK}}

Proof. (=) We reason by contradiction. Suppose Pi, P satisfy TAES and an
attack of type (1) exists. By the soundness and completeness of the backwards
narrowing performed by Maude-NPA there is a ground substitution 6 such that
from an initial state of P; ® 772 we can reach a ground state, v1a the forwards

semantics, of the form t = {SS 0 & [LO]) & {(m10 @ m40)€eT, IK 9}} where S

are instances of already executed strand fragments in S5, and I K 0 are the
instances of positive knowledge facts in 1K, and with m50 #g m20.
Because (m160 ® mof)€Z, Py can make a transition

m1(t) — {m1(SS 0) & [m1 (L), —m16) & {mi0T, m1 (1K 0)}} )
But, since m; is a bisimulation, this means that P; ® P> can make a transition
t— {559&[L,—(m19®m29)}&{(m19®m29)61, IK}} (i)

which is only possible if there is a fact (m10 ® m20)€Z in IK, violating the IM
assumption. The proof for an attack of type (2) is entirely similar.

(<) Suppose no attacks of type (1) or (2) exist but, say m : P1 @ P2 — P
(the case for 7o is similar) is not a bisimulation. Thus there is a ground state
t reachable from the initial state via the forwards semantics such that P; can
make a transition 71(t) — u but there is no transition ¢ — v in P; ® Py with
7m1(v) = w. This can only happen for a message receive transition in a user
strand. Therefore, the transition must be of the form (}) above, but there is
no transition of the form (f) above. Thus the received message mi0€Z in my(t)
comes from a pair (m10 ® mb0)€Z in ¢ such that mbHo #g mqb, contradicting
the assumption that no attack of type (1) exists. O

6.3 Experimental Evaluation

We have begun exploring the implementation of indistinguishability verification
in Maude-NPA following the method presented in this paper, and performed a
preliminary  evaluation  (source files and output available at
http://www.dsic.upv.es/~ssantiago/indist.html). Although we were unable to
achieve termination of some analyses, we have proved in Maude-NPA the non-
indistinguishability of some pairs of protocols such as the protocol involving an
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XOR operator of Example 1 and a complete version of the EKE protocol follow-
ing the style of Example 2. We also investigated reasons for non-termination due
to state space explosion. One is that the attack states used are quite general.
As future work, we plan to study sound and complete ways to replace them by
more specific atttack states. Another is that these analyses make a heavy use of
inequalities modulo equational theories. ProVerif includes methods for solving
inequality constraints early in the search, but they do not apply to theories with
AC operators. Thus we hold off on evaluating inequalities until the end of the
search. However, work on evaluating inequality constraints for theories with AC
is beginning to appear (see e.g. [17]). We expect to explore this issue further in
our future work.

7 Conclusions

We have formalized an intuitive notion of indistinguishability as the conjunction
of the IM and TAES properties defined in terms of the synchronous products
of two protocols and shown it to be checkable automatically by Maude-NPA.
This is a significant step forward in indistinguishability research, because, for
the first time, there is a tool that can perform such automatic checks modulo a
very wide class of theories, namely, all theories with the finite variant property
that can have axioms B such as AC or C, which include theories like Abelian
Groups, several theories of homomorphic encryption, exclusive-or, and modular
exponentiations essential for many privacy-preserving protocols. We have also
illustrated with concrete examples how this kind of indistinguishability analysis
can be performed by Maude-NPA.

As usual, much work remains ahead. First of all, our indistinguishability no-
tion can be further strengthened in various ways that should also be formalized
and mechanized in Maude-NPA. For example, it can be extended to cover other
issues that may allow the intruder to distinguish two protocols, such as the sorts
of the messages. Second, an interesting line of future work in this sense is the
handling of protocols with branching, which would allow us to check indistin-
guishability properties for a wider class of protocols. Third, a more detailed
comparison with other indistinguishability notions should be carried out. This is
nontrivial, since they depend on different protocol models. Fourth, much more
experimentation is needed to test and improve our capacity to prove indistin-
guishability for protocol pairings.
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