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Def A state machine or automata A
is definedby

221 a set of start States Q E Q
FI IIaeo

Examples

brake uie
pg

Q C B S Q C

D CB c 3GB sac so s sic

Nondeterministic
Tromthesame state A can

go to different states

Useful for modeling uncertainty
e g action of human driver
or environment



Aside If we add probabilities to
transitions then we get a Marker
Chain CMC

D Q P Q

We can have both non determinism

probabilistic uncertainty
Markov Decision Processes

Deterministic automaton 1Qo1 I and

q E Q q q E Q if 9,9 ED

and a a ED then 9 92

a X not allowed

For deterministic automata
D Q Q is a transition



Exampled 9 g
027

Q IR

Q no no no Vee 13 3
D E IR X IR

Often D will be described by a program
or a physics model differential equations

If 22 M Cds
V Max O V Ab

else vi V

X 24 V

22 K2 V2

Do you see how this defines D

Is it deterministic



2211 Generally

it

a go qu of A such that q s

Such an execution is called a

counter example

DI
If for every finite execution 4 go go

off and for every q in 2 9 Es

then we say fiske
writ S

Post
Post R



i
Post R a'EQ Iger and Caine

Exercise The Post operator is monotonic

if R E Rz then Post Ri E PostCRT
Proof Choose any R E Rz EQ

Choose any X E Post Re
we have to show Xe post Ra

By def of Post Fx ER Xo x ED

since R E R2 Xo E Rz
X E Post R2

We can apply Post recursively

Def Post 2Q 2Q
Post R R R O

Post R Post Post R R O



Exercise Post'RCQo

is exactly the Sef f States that the

automaton can teach after executions

of length K post

Proof

É Post Q 17158 4

Reachability analysis tools can

Compute or over approximate post'll
E g Verse Space Ex Flow

In general computing Post R can be
hard i Q high dimensional

2 D complex 3 R large



Alternative solution to safety verification
Problems

Find an inductive invariant for
proving safetyoff

Thin if there exists II
tint

such that
1 Q EI 2 Post I E I

Then all executions f A stay in I
Further if I ES then

Then St is safe writ S

Sufficient condition for proving
safety

Requires us to find I

existential not construntive
not unique I necessarily



A Q Qo D
Q Ri Na V U2 Go 22072070

V10 02070
Prostate 9 4 9

q.az g n CdsIf 22 M Cds
V Max O V Ab q u max

else vi V

X 24 V q n 9 x t air

22 22 V2 q x2 9 22 t 91.0

Poststate q n a q kz



Proof Consider any execution of A
9 909 9k We will prove by induction
on k that ti ai EI

Base case K o 4 9 EQoEI by i

Inductivestep 2 go gie 9k

and 9in E I We will show 9K EI

By 2 Post I EI
as 9K E I 9K E I

Therefore ti Gi E I

Further if IES then ti qi es
DA

I I



Candidate

Simple invariant and safety

5 i V 70

How to prove that Carl never moves back

Choose I ES This may not
always work

Use inductive invariance theorem
Does I meet the conditions CDA 27

i Q EI I a 19.0.703 go.az

qo.notqoEQoshow go E I

90 Yo o goes

PostCI EI
2 Post I q AEI and 9,9 ED

For any state q E I if 9 u o

and 9,9 ED then we have to
show that q U is also 7,0



How are q and a related by D
if q.az g u eds

9 V Max o a Vi ab

else
91.0 9.0

9 V 70

q U q U yo inductive hypothesis

Another Safety requirement

Sz x I 22

Is Sz an inductive invariant
I Q E Sz 0 Mo C Kao

2 Post S2 E 52



Not necessarily true

if g v q.kz 9.2

then 91 x may
exceed ql.az

We cannot prove 52
We need to add or discover

assumptions about ds ab
to prove 52

Add more information in the model

timer o

if Rz n as

if V Ab
U V Ab
timer timer

else u i o BO
else o i v

N 2 to

22 22 02



Is timer I g
1 Go timer o e Vigo so

2 GE I q EI

Three cases to consider

if q.kz g a Lds and 9.0 ab

then a timer q timer I ibaustive

f

Vio th hypothesis

OF U 96 40 491.0
94 te

g V 9 V ab

g timer E
Vi0ga

if q.kz 9.24 ads and 9.0 I ab

a timer 9 timer By inductive

Ig.li hypothesis



I Yfusing
qu so

if 9.22 9 Ni ds

9 timer a timer g yI Niogad Again using

Is timer I Yg and u
jionductivehypotheate

timer Y
Is Still not enough to prove 22 2470

Max distance traversed by Carl after
defection I Vio timer YI using
So if ds Vic lab and 0270

then I So Xz X



That is if ds lab then in any
execution of A and all States a ok
in X qi.kz 7 Ai ki

Summary

1 Safety requirements stated as

sets f States or formula over stale variables

2 Post Q N Es'D 0
Reachabilityanalysis for provingsafety

3 QoEI and Post I EI and IES

Inductive invarinat for proving safety

4 Finding I may require guess
cheek


