
 

Automata statemachines

What are behaviors ofautomata Executionsjiguirements

Why is safety analysisf automatahand
Basic method for proving safetyof all executions

An automaton state machine A is

definedby A set f states g
A start set Go 9
A set y transitions DE9 9

Examplet Cruise control logic

A

Drawing States and arrows getsmessy

We use programs to describe automata



Determinism Nondeterminism

to
Deterministicautomaton Nondeterminism

Makes
arbitrary choice

e.g Failure decisions

So given a state q Eg there are

many possible next states
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What does this really define

D xx ER IR I

This representation of A will be important
when we want to work with sets f states



f
This example is deterministic

EMake it nondeterministic

Execution

An execution is a particular behavior f A

d g q qr finite or infinite
CD Go E Go
Cii ti Gi Git E D

Nondeterministic automata can have manyexecutions e.g off CL CL CH

off CL CL

If a is an execution 2 909 the ith state
in a is written as aCi 9



Safety Unsafely
Refinement for A is any statement
formula involving the statesin 9 that is satisfied

by all executions of A

Example car I should never come within O5m

of Car2
P a x2 2 70 S

Pi x er I am am or

car should never exceed speed limit it
always 325 mpg Pz

With a single test execution we can check

whether every state in the execution
satisfies the requirement or not

or equivalently does not satisfy the unsafely
requirement U



To generate individual tests we can just run the

program representing D

But to Cover of behaviors executions we have to
work with sets f states

left For A 9 Go D any set 510

Post S

Exercise monotonic

to s s
Post S Post Post s R O

Proposition The set f states R that k
contreach after k transitions at the endof
executions f length k Post Oo

p p 1,1CYAl In Case You Are Interested



Proof RE States that are at the end f
executions f length R
Wehave to show i R's Post Oo and

in PostRC o7ER.k
i Proof by induction on R
Baze Ro Go by deff executionof

length 0
PostOo Go by def y Postk
Therefore ROEPost Cso

Induction Suppose RRE PostCGo
Now consider 12kt
for any X E Rk F execution f length
k with laststate x E R by
and CN X ED
X e Post x E Post Rk

E Post Post Gol by
X's Post G

RRE Post Oo HR

ii PostRIG ERR

Base case same as above
Iduction hypothesis Post Oo ERR 20



ypo s s Q
Now considerxepostrt Oo
there must be 2 an execution f lengthk
with last state x'in Post Oo by
and X X ED
Then 2 x is an exec f length Rtl with

TERRA
Post Rt G E R Rt z

To prove that all executions are safe
forever we would want to compute

Idea Approximate Post Oo

Prof If we can find a set I 9
Such that

G EI
Ii Post I E I

I



Then Post Go EI HR
I over approximates Post Ga

Proof Induction on k

Such an I is called an

Inductive invariant of A

If we can find I and IN Insaf p

we have shown that all executions f
A are safe


