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introduction



Olin Library Stacks, Cornell University, 2019

Library owned:

§ Information Resources

§ Search & Retrieval Infrastructure

§ Reading & Usage Data

University of Texas Arlington Libraries Photograph Collection, CC-BY 4.0

Pre- Digital Transformation



Digital Resources, post-Digital Transformation

LIBRARY owns VENDOR/PUBLISHER owns

§ Information Resources

§ Search and Retrieval Infrastructure

§ Reading and Usage Data

"Empty Bookshelves - Seattle Central Library" by brewbooks is licensed under CC BY-SA 2.0.

https://www.flickr.com/photos/93452909@N00/259423573
https://www.flickr.com/photos/93452909@N00
https://creativecommons.org/licenses/by-sa/2.0/?ref=openverse


“If the library only negotiates access 
licenses for their students to view 
publishers’ database products, is it a 
library anymore? Or is it a customer 
service department for corporate 
database products?”

-- Internet Archive founder Brewster Kahle, 
writing to journalist Maria Bustillos, as quoted in "Just Because ChatBots 

Can't Think Doesn't Mean They Can't Lie," The Nation, 2023



"In my role as a librarian, I spent so 
much time training students, and my 
colleagues, about how to use these 
products that some days I felt like little 
more than a glorified product rep for 
their parent companies, RELX and 
Thomson Reuters."

-- Sarah Lamdan, Data Cartels, 2023



Can we imagine a digital transformation 
that centers our values?





why



"How can I make sure that my 
government at home doesn't know 
what I'm reading while I'm here?

"My friends want to know this also."
- Cornell Library patron



"big brother is watching you" by Silvio Naef is licensed under CC BY 2.0.

Borders, Regulations, and Terms & 
Conditions only offer minimal protections 

against surveillance near and far.

https://www.flickr.com/photos/108147727@N03/11858831543
https://www.flickr.com/photos/108147727@N03
https://creativecommons.org/licenses/by/2.0/?ref=openverse


Trade-offs as a partial answer:

• Physical vs. digital media

• Library vs. personal devices

• Anonymized vs. authenticated 
services

• Data minimization vs. Maximization

On campus, libraries are best 
positioned to help researchers navigate 
trade-offs and reduce privacy harms in 
advance.

"Book" by Kamil Porembiński is licensed under CC BY-SA 2.0.

https://www.flickr.com/photos/22178197@N00/4421317209
https://www.flickr.com/photos/22178197@N00
https://creativecommons.org/licenses/by-sa/2.0/?ref=openverse


Disclaimer & Limitations as other partial answers

"A Face in the Crowd" by mpardo.photo is licensed under CC BY 2.0. "Fine-Print" by grigorezubat is marked with Public Domain Mark 1.0.

Vendor pushes for "personalization" Non-negotiable contracts

https://www.flickr.com/photos/130551911@N05/16670013087
https://www.flickr.com/photos/130551911@N05
https://creativecommons.org/licenses/by/2.0/?ref=openverse
https://www.flickr.com/photos/27060348@N06/36722288323
https://www.flickr.com/photos/27060348@N06
https://creativecommons.org/publicdomain/mark/1.0/?ref=openverse


"How do you deal with it? You go on, 
life goes on."

"You just live with it. Just keep 
publishing, keep doing research, and 
watch other people publish and do 
research."

Oza, Anil. 2020. “Two Professors Faced Years of Harassment for Defying the Fossil Fuel Industry. Now, They Are Reframing the Discussion Around Fracking.” The Cornell 
Daily Sun. November 16, 2020. https://perma.cc/NQ6L-EB4Y.

- Dr. Anthony Ingraffea

https://perma.cc/NQ6L-EB4Y




Datafication of Academia



Risk to Institutional Reputation

Asher, Andrew D., Kristin A. Briney, Kyle M. L. Jones, Mariana Regalado, Michael R. Perry, Abigail Goben, Maura A. Smale, and Dorothea Salo. 
2022. “Questions of Trust: A Survey of Student Expectations and Perspectives on Library Learning Analytics.” The Library Quarterly 92 (2): 
151–71.





how



A new vision for staffing:

One that places the safety of scholars and students 
at the center, where librarians are trusted 
consultants on navigating digital risks, and each 
library is a node in a network of institutions working 
together for equitable free inquiry.



Define and Defend Your Values

1. Articulate your library’s commitment to privacy.

2. Stake out a set of technology ethics that differentiates your academic 
library from Big Tech.







Develop Your Staff’s Privacy Related Skills and 
Competencies

1. Rethink Job Descriptions + Training

2. Training + Certification



Certify at least one library staff member as an IAPP Certified Information 
Privacy Technologist (CIPT) and empower them to act as a clearinghouse 

for privacy-related questions and analysis.



Mitigate Privacy Risks in Licensing & Library 
Systems
1. Adopt Privacy by Design and Physical Equivalent Privacy frameworks for 

making decisions about vendor contracts and designing library systems.

2. Flag products with mandatory personalization for risk analysis at the 
beginning of licensing negotiations.



The 7 Foundational Principles
of Privacy by Design
1. Proactive not Reactive; Preventative not Remedial
2. Privacy as the Default Setting
3. Privacy Embedded into Design
4. Full Functionality — Positive-Sum, not Zero-Sum
5. End-to-End Security — Full Lifecycle Protection
6. Visibility and Transparency — Keep it Open
7. Respect for User Privacy — Keep it User-Centric

Cavoukian, Ann. 2011. “Privacy by Design: The 7 Foundational Principles.” Information and Privacy 
Commissioner of Ontario. https://perma.cc/RGT4-M4QB.

https://perma.cc/RGT4-M4QB


Physical-Equivalent Privacy

"The privacy of an e-resource may be 
considered physical-equivalent only when a 
patron using an information equivalent physical 
resource would enjoy no more privacy than the 
same patron using the e-resource."

Salo, Dorothea. 2021. “Physical-Equivalent Privacy.” The Serials Librarian 81 (1): 20–34. 
https://doi.org/10.1080/0361526X.2021.1875962.

https://doi.org/10.1080/0361526X.2021.1875962


Yes
Does vendor 

make 
personalization 

mandatory?

No

A thorough review 
should be conducted

by the library to 
understand the full 
extent of the risk to 

patrons. The Vendor 
Contract and

Policy Rubric developed 
by Becky Yoose as part 
of the Licensing Privacy 

project is designed to
enable this kind of 

analysis

Continue with 
acquisition 

Does library 
leadership 
decide to 

license the 
product 

anyway?

End negotiation

No

Catalog record for this service should be 
annotated and a warning from the

library to patrons about known risks 
should posted on the resource’s service 

or login page as
well as on the SSO connection page

Yes

Flag Products with 
Mandatory Personalization 
for Risk Analysis at the 
Beginning of License 
Negotiations



Build Reference and Instruction Services

1. Model the risks faced by library patrons, librarians, and libraries.

2. Embed privacy consultations and instruction into information literacy, 
reference, and research programs.





Advance Privacy Leadership & Policy

Work toward the goal of creating a high-level 
position with ultimate responsibility for 
navigating privacy-related decisions in the 
library.



Ensure the position has a direct line to leadership, a clear charge, and the authority to 
lead privacy-related initiatives within the library.

"Meet" by Tim Dorr is licensed under CC BY-SA 2.0.

https://www.flickr.com/photos/60723528@N00/3946708876
https://www.flickr.com/photos/60723528@N00
https://creativecommons.org/licenses/by-sa/2.0/?ref=openverse


Build Collective Action



Digital Sign in Olin Library, Cornell University, 2017.

What is a library?

What are its core 
functions?

What is it staffed to 
do?


