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ABSTRACT
Reinforcement learning (RL) is a general method for learning opti-

mal policies through exploration and experience. Although impres-

sive results have been achieved with RL in recent years, particularly

in the domain of video games, RL has been predominantly used in

systems with both discrete environments and agents. A key barrier

to using RL in safety-criftical cyber-physical system applications

is the difficulty of ensuring their safety while enabling learning.

This paper presents a framework called FoRShield for learning safe

policies for control systems with nonlinear continuous dynamics. A

generic hybrid systems model of a control system using online RL

is developed. This model is then used to formalize the notion of a

shield that can filter unsafe action choices and provide feedback to

the learning system. A concrete approach for computing the shield

is presented using existing hybrid reachability analysis tools. Fi-

nally, to illustrate the feasibility of the approach, a substantial case

study is presented involving a quadcopter that uses RL to plan for

a dynamic fire-fighting task. The implementation of the approach

shows that interesting fire-fighting strategies can be safely learned

for discrete environment with 2
32

states and a 9-dimensional plant

model using a standard laptop computer.
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1 INTRODUCTION
The field of AI, particularly machine learning (ML), has enjoyed

exponential investment and growth in the past few years. ML algo-

rithms can now be seen in many everyday systems and have made

their way into cyber-physical systems (CPS) products–through re-

tail, supply chain management, marketing, and etc. There are many

research prototypes using ML modules in autonomous vehicles,

surgical robotics, and delivery vehicles.

A key challenge in applying ML to CPS products lies in speci-

fying correctness and testing this correctness. The processes used

for developing, training, and updatingML modules are radically dif-

ferent from those used for traditional software and cyber-physical

systems, and not surprisingly, the traditional tools and methods do

not workwell forMLmodules and systems. This technical challenge

is being addressed by two broad research efforts. The first approach

targets analysis and verification of individual ML modules. For ex-

ample, neural networks (NN) image classifiers have shown promise

in real-world data sets [3]; they have been known to be fundamen-

tally fragile [24], and now there is a growing body of research on

their testing [18, 32] (see [31] for a recent survey). The second line

of research addresses the problem of end-to-end testing and verifi-

cation systems that use ML modules. In [11], the authors make a

case for using the system-level specifications for guiding the search

for adversarial examples in ML. A fault injection-based resiliency

assessment system for autonomous vehicles is presented in [20].

Along similar lines, [28] presents a fault injection framework to

assess the resilience of openpilot [1], under different environmental

conditions and sensor faults. Our contributions in this paper fall in

the latter category. We consider system-level safety verification of a

CPS in which a key decision making module is developed (trained)

using reinforcement learning.

Our problem setting involves a hierarchical control system: a low-

level controller drives the system to a near-term goals or waypoints,
and a high-level controller or planner chooses the the sequence of
goals to accomplish a longer term mission. We consider situations,

where existing control design techniques (for example, PID, LQR,

MPC, etc.) are adequate for designing the low-level controller, but

the design for the planner is a challenge. This is a common scenario

where the planner has to optimize for multiple objectives in accom-

plishing the mission, while meeting the constraints imposed by the

low-level planner. Consider for example an autonomous drone for

fighting forest fires: The low-level controllers for the drone stabi-

lizes its flight, drives it to specified waypoints in space, actuates its

bay-doors to activate collection of water, and controls the jets and

the propellers for stable water-jet delivery. These low-level control

tasks are nontrivial in reality, but can be engineered with existing

technologies (see, for example, [25]).
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The mission for the planner is to put out the fire as quickly as

possible, while minimizing the spread of fire, chances of collision,

and maximizing utilization. To this end the planner has to decide

the location and direction for approaching the fire (which may

be changing over time); it has to choose sources for collecting

water and schedule collection; it has to avoid obstacles. For a fleet

of drones, the planner has make these decisions in coordination

with other drones. One could approach the design of this planner

using adaptive control techniques, but reinforcement learning (RL)

presents another lucrative direction as it does not require complete

models of the environment nor explicit specification of objective

functions. On the practical side, thanks to recent successes of RL in

games [2, 4, 27], powerful software tools are available for training

the planner purely-based on action feedback.

The exploratory nature of RL algorithms allows these systems

to naturally learn an optimal policy, a mapping of states of an

environment to particular actions, through the maximization of the

sum of provided rewards. Throughout the learning process, these

algorithms rarely place any restrictions on the types of policies that

may be explored and learned. As such, a key challenge in deploying

RL-based planners in a CPS product is the potential violation of

hard safety requirements.

Safe RL is an approach to learn optimal policies with emphasis

on satisfying safety constraints. Policies learned by this approach

will be verifiable and certifiable for critical systems such as CPS. A

popular strategy is to inject a shield to restrict the set of actions an

agent can perform to those that are only safe. At a high-level, the

idea of a shield is analogous to the constellation of more traditional

concepts like supervisory control, sandboxing [8], and simplex [7].

Although the shield approach is intuitive, it is not necessarily clear

how to develop a model to restrict particular sets of actions. Our

work overcomes this ambiguity through reachability analysis.

Our work introduces a framework FoRShield that utilizes the

efficient policy exploration of RL with a shield to simultaneously

verify the actions of an agent with continuous dynamics in a dis-

crete environment. We present a generic hybrid model of a control

system that uses RL for learning a high-level planner, while it relies

on a low-level controller for achieving the individual steps sug-

gested by the planner. The hybrid formalism enables us to clearly

specify the semantics of the overall system and helps identify the in-

formation flow through the different modules involved. This model

is then used to formalize the notion of a shield that can filter unsafe

action choices online and provide feedback to the learning system.

To handle the complexity and explosion in state space that arises

from considering a continuous agent, the learning algorithm in our

framework additionally utilizes a discrete abstraction of the con-

tinuous agent. The discrete agent is used to drive the exploration

process for the RL algorithm in the discrete environment while the

dynamics of the continuous agent are used by the shield to verify

that selected actions are safe for the continuous agent. We also

present a method to reuse reachability analysis computations for

agents with translation invariant dynamics.

The shield used in our framework is very similar to the concept

of a shield introduced in [5] in that it restricts certain actions in par-

ticular states. However, our monitor allows us to considers agents

with nonlinear continuous dynamics. A more detailed discussion

of related work is presented in Section 6.

We evaluate our FoRShield against a case study of autonomous

drone fire fighting. The drone in the case study is defined by a

9-dimensional continuous dynamics model derived from [30]. We

compare our shield against two other baseline methods and demon-

strate that our framework is capable of learning safe and near

optimal fire-fighting policies for an agent with continuous nonlin-

ear dynamics. The policies learned by our framework ensure that

the actions learned by the agent never cause it to enter an unsafe

state.

The contributions of this paper are (a) a framework that for-

malizes RL-based control systems as a hybrid system, (b) a modest

proposal for shields for nonlinear plant models and NN-based RL

algorithms using existing hybrid verification techniques, and (c) an

experimental feasibility test of the approach on an interesting case

study.

The rest of the paper is organized as follows. Section 2 intro-

duces the framework that models the system as a hybrid automaton.

Section 3 introduces the fire-fighting drone case study. Then, our

implementation of the shield using reachability analysis FoRShield
is presented in Section 4. The implementation details and experi-

mental results are shown in Section 5. Then, Section 6 provides an

overview of related work. Finally, we conclude in Section 7.

2 A FORMAL MODEL FOR LEARNING-BASED
CONTROL SYSTEMS

We consider a system consisting of an agent acting on an environ-
ment based on the directions of a (high-level) planner . The planner’s
mission is to drive the environment to a target state by setting in-

termediate goals for the agent. The planner will be learned using

RL. The agent has a (low-level) controller that can achieve any of

these intermediate goals chosen by the planner. In the example fire-

fighting application we discuss in Section 3, the agent is a drone that

moves in a 3D world to collect and deploy water, the environment

is a 2D map of a spreading wildfire, water sources, and possibly

other obstacles available from sensors. The planner’s mission is to

douse the fire, and to this end it sets goals for the drone to move

and collect and deploy water.

In order to learn a planner online, we will use a learner and a

shield. The shield forward analyzes a goal proposed by the planner

to evaluate whether it is safe to pursue from the current state of the

agent. The learner uses this output from the shield and the state to

update the planner.

In the rest of this section, we will develop a complete formal

model of this hybrid system parameterized by all these components—

agent, environment, shield, learner, and planner. Each planner goal

is considered a separate mode in the hybrid automaton. In each

mode, the agent state evolves according to a differential equation

(determined by the low-level controller). There are three types of

discrete transitions. First, the environment state is updated peri-

odically independent of the agent (env transitions). Second, when
the agent achieves a goal, the environment, the agent, the planner,

and the goal are updated (pln transitions). If the goal is not safe,

immediately, the planner gets updated and a new safe goal is set by

the new planner (repln transition). This last type of transition may

occur several times before a safe goal is found. Figure 1 shows the

key pieces of the hybrid automaton.
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Figure 1: Information flow across modules in an RL-based
control system. Information flows in the direction of arrows
through discrete transitions env, pln, and repln.

2.1 Agent, Environment, and Planner
Formally, let Sa = R

n
be the continuous state space of the agent

(for some n ∈ N); Oa be the set of observable states of the agent.

Let Obs : Sa → Oa and Obs−1
: Oa → 2

Sa
be the (invertible) state

observation map and its inverse. Let Se be the discrete state space
of the environment (as sensed by the agent). We defineO = Oa × Se
to be the set of observable states.

Let G be the finite set of modes or goals that can be chosen by

the planner. A planner is a function Pl : O ×G → G that maps an

observed state of the agent, an observed state of the environment (as

seen by the agent), and a (current) goal to a new goal. We imagine

this to be a complicated function that is going to be learned using

RL with runtime state observations. We denote the set of all possible

planners by P.

As we shall see in Section 2.4, the state space of the hybrid

automaton describing the overall system will be Q = Sa × Se ×
G⊥ ×P, whereG⊥ = G ∪ {⊥}. The ⊥ value will indicate that a goal

has not been decided by the planner. For a state q ∈ Q , we denote
the first, second, third, and fourth elements by q.Sa ,q.Se ,q.G,q.P,
respectively. We callq a system state. A (bounded) trajectory ξ forQ
is a map from an interval of [0,T ] to Q , for some T ≥ 0. We denote

its domain by ξ .dom, its first state ξ (0) by ξ .fstate, and its last state

ξ (T ) by ξ .lstate. A trajectory ξ with ξ .dom = [0, 0] is called a point

trajectory.

2.2 Environment and Agent Updates
The environment of the agent evolves dynamically independent of

the agent, but its effects are seen by the agent through periodically

updating sensors. These updates are captured by a (possibly nonde-

terministic) function En : Se → 2
Se
, which we call the environment

update function.

A guard Grd : G → 2
Sa

maps each goal д ∈ G to a set of

agent states that correspond to accomplishing that goal. An agent-
environment joint update function AE : Sa × Se ×G → Sa × Se gives

the (joint) new state of the environment and the agent after the

agent accomplishes a goal. As the name suggests, only this function

captures the interactions of the agent and the environment. For

example, when the fire-fighting drone arrives at a fire location and

deploys water, this function updates the water-level in the drone

and also updates the environment with with new (lower) level of

fire.

2.3 Shield and Learner
The system-level requirements are specified by two sets: a mission
target set S∗e ⊆ Se and a set of unsafe statesU ⊆ Sa × Se .U

′
is the

lifting of U to Q . That is, q ∈ U ′ iff q.(Sa × Se ) ∈ U . We will write

U instead ofU ′, when the type is clear from context.

With a fixed unsafe setU , a shield takes as input a current (ob-
served) state of the agent, state of the environment, and a candidate

planned goal, and decides whether or not this goal is a safe one

to pursue for the agent. Thus, the shield is a function of the type,

Sh : O ×G → {safe, unsafe}.
A learner updates the current planner with a new planner based

on the current observed state (of agent and environment) and the

current goal, with the objective of achieving mission target while

preserving safety. Thus, it is a function of the type Le : P×O×G⊥ →
P.

2.4 System-level Hybrid Automaton
Given all of the above sets and maps, now we are ready to define

the hybrid automaton that describes the behavior of the overall

system.

Definition 1. Given all the functions introduced in the previous
section, the hybrid automaton describing the system is a 4-tupleH =
⟨Q,Θ,D,T⟩ that is defined as follows:

(i) Q = Sa × Se × G⊥ × P is the state space of the automaton.

(ii) Θ ⊆ Q is the set of initial states. (iii) T is a set of trajectories

for Q . Along any trajectory ξ ∈ T , the environment state, the

planner, and the goal remain constant and only the agent state

evolves continuously. (iv) D ⊆ Q × {env, pln, repln} × Q is the

set of discrete transitions. A (q, ℓ,q′) ∈ D iff one of the following

conditions hold:

(a) (environment transition) If ℓ = env and time-elapsed in q2 since
the last environment transition is τ then a transition is enabled.

The post-state of the transition updates q′.Se ∈ En(q.Se ), and
all other components, remain unchanged, i.e., q′.Sa = q.Sa ,
q′.G = q.G, and q′.Pl = q.Pl.

(b) (planner transition) If ℓ = pln, q.G ,⊥ and q.Sa ∈ Grd(q.G),
a transition is enabled. The agent and environment states get

updated: (q′.Sa ,q
′.Se ) = AE(q.Sa ,q.Se ,q.G).

Moreover, the planner gets updated as:

q′.Pl = Le(q.Pl,Obs(q.Sa ),q.Se ,q.G).

Let o′a = Obs(q′.Sa ) and д = q′.Pl(o′a ,q
′.Se ,q.G).

If Sh(o′a ,q
′.Se ,д) = safe, then q′.G = д. Otherwise q′.G =⊥.

2
This is checked with a timer variable that is omitted in the definition.
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(c) (re-plan transition) If ℓ = repln and q.G =⊥, a transition is

enabled. The agent and environment states stay constant. Let

oa = Obs(q.Sa ), then the planner gets updated as:

q′.Pl = Le(q.Pl,oa ,q.Se ,⊥).

Let д = q′.Pl(oa ,q.Se ,⊥). If Sh(oa ,q.Se ,д) = safe, the goal gets
updated as q′.G = д. Otherwise, the goal is kept ⊥.

A few remarks on Definition 1. First, discrete state space and

periodic update model for the environment is an abstraction of

sensing and perception modules of the agent. These modules collect

and fuse information, possibly from distributed sensors, and present

a view of the environment to the decision making modules in the

agent, namely the planner.

Second, for any trajectory ξ ∈ T , the goal, planner, and envi-

ronment remain constant. That is, at any time t ∈ dom(ξ ), ξ (t).G =
ξ (0).G, ξ (t).Pl = ξ (0).Pl, ξ (t).Se = ξ (0).Se , and ξ (t).Sa changes

continuously with time. In special cases, we may assume that the

ξ (t).Sa is a solution of a known differential equation. That is, for

a given starting state q0 ∈ Q with q0.G ,⊥, the function ξ (·).Sa
satisfies the differential equation:

d

dt
(ξ (t).Sa ) = fq0 .G (ξ (t).Sa ). (1)

with ξ (0).Sa = q0.Sa . The dynamics of the low-level controller may

depend on the chosen goal, and hence, the right hand side of the

ODE (1) depends on q0.G.

Definition 2. A hybrid automaton of Definition 1 is said to be
goal-tracking if for each д ∈ G, for every trajectory ξ ∈ T with
ξ (0).G = д, there exists a time T ∗ such that ξ (T ∗).Sa ∈ Grd(д) and
for all t > T ∗, ξ (t).Sa ∈ Grd(д).

The goal tracking property ensures that once a goal д ∈ G is

set by the planner, the low-level controller of the agent drives the

agent state sa to the corresponding set Grd(д).
The final remark is about the transitions. There are three types

of discrete transitions in the hybrid automaton of Definition 1. All

of these types of transitions are mutually exclusive and urgent, that
is, at most one of them is enabled in any given state, and they do

indeed occur as soon as they become enabled [17].

First, environment transitions (env) are enabled every τ > 0

time, and when the transition occurs, the discrete state of the envi-

ronment se is updated, possibly nondeterministically, according to

the environment update function En.
Second, planner transitions (pln) are enabled at a state q iff

q.G ,⊥ and q.Sa ∈ Grd(q.G). The state of the environment and

the agent get updated, possibly nondeterministically, according to

the joint update function AE. Furthermore, the learner Le updates
the planner based on the current observed state and the achieved

goal. If the new planner q′.Pl provides a safe goal д ∈ G for the new

state, the goal gets updated to д. Otherwise, the goal gets updated
to ⊥ to indicate further updates for the planner are needed. These

updates would be handled by the third type.

Third, re-plan transitions (repln) are enabled at a state q iff

q.G =⊥. The environment and agent states do not change. The

aim of this is transition is to update the planner to provide a safe

goal for the current state. Hence, the planner gets updated by Le.
Then, its goal д for the current observed state is checked if safe by

Sh. If safe, the goal gets updated to д. Otherwise, it stays ⊥ to allow

further updates of the planner until one with safe goal is reached.

2.5 Semantics and Safety
The semantics of our hybrid model is defined in the usual fash-

ion [22, 26]. An execution fragment ofH is an alternating sequence

of trajectories and transition labels, α = ξ0ℓ1ξ1ℓ2 . . . ξk , where each
ξi ∈ T , ℓi ∈ {env, pln, repln} and (ξi .lstate, ℓi+1, ξi+1.fstate) ∈ D.

The first state of an execution is defined as α .fstate = ξ0.fstate. An
execution fragment α is an execution if it starts from the initial

set, that is, α .fstate ∈ Θ. An execution fragment is closed if it is a
finite sequence and all the trajectories have finite domain. Since we

are interested in bounded time analysis, we only consider closed

executions ofH in this paper. The duration of a (closed) execution

fragment α , denoted by α .dur , is the sum of the duration ocf all its

trajectories. The last state of a closed trajectory α = ξ0ℓ1 . . . ξk , is
the last state of the last trajectory ξk inα , that is,α .lstate = ξk .lstate.
Notice that some trajectories may be of duration 0 or equivalently, a

sequence of action can occur in 0 time. In fact, in theH automaton

defined above, a pln action may be followed by a sequence of repln
actions, in 0 time. Nevertheless, we can define α(t), that is, the state
ofH at time t , where 0 ≤ t ≤ α .dur in the standard way as α ′.lstate
where α ′ is the longest prefix of α with duration t [26].

A state q ∈ Q is reachable from a set of states Q0 ⊆ Q if there

exists a closed execution fragment α such that α .fstate ∈ Q0 and

α .lstate = q. The set of all reachable states from Q0 is denoted by

ReachH(Q0). For ReachH(Θ) we simply write ReachH or Reach.
A state q is reachable within time T ≥ 0 from Q0 if there exists

a closed execution fragment α with α .dur ≤ T , α .fstate ∈ Q0,

and α .lstate = q. The bounded time reachable sets from Q0 and Θ
within time bound T , are defined analogously and are denoted by

ReachH(Q0,T ) and ReachH(Θ,T ), or in the latter case simply by

Reach(T ).

ProblemStatement. We say thatH achieves its mission S∗e if for
each execution α there is a time t∗ such that for all t ≥ t∗, α(t).Se ∈
S∗e .We sayH is safewith respect toU if (ReachH(Θ).Sa ,ReachH(Θ).Se )∩
U = ∅.

Given all parameters of the hybrid system H except Sh and Le,
and given the requirements (S∗e ,U ), our goal is to design a learner
Le and a shield Sh, such that the resultingH is safe and achieves its
mission.

There are several other performance related requirements we

would like the Sh and Le to have
3
. For example, Sh should be

computationally effective, as it is called in run-time whenever a

new goal is chosen by the planner, and Le should be able to give

another planner that provides a safe goal if the previous planner

goal was not safe. That for sure if such a goal exists. In other words,

it should not have many repln transitions.

3 FIRE-FIGHTING CASE STUDY
We consider the fire-fighting case study briefly mentioned in the

introduction (Figure 2). The agent being controlled is a drone de-

scribed by continuous time dynamics. Its mission target is to ex-

tinguish a forest fire that is sensed as a 2-dimensional grid-world

3
The solution proposed in this paper does not address this wish list of performance

requirements
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environment. The drone has a water tank of limited capacity, and

therefore, it has to incrementally douse the fire by flying between a

water source(s) and locations currently aflame, all the while avoid-

ing obstacles scattered around in the environment.

We would like to use reinforcement learning for computing a

high-level planner for the drone. We assume that the drone has

a low-level controller that satisfies the tracking property (Defini-

tion 2), that is, it can effectively track the goals set by the planner

within some tolerance.

3.1 Drone (Agent) Model
The drone is a quadcopter that has been outfitted with a water tank

of limited capacity. Its flight dynamics adhere to those outlined

in [30, 33] and are described below.

3.1.1 Drone dynamics model. The drone’s state space is Sa = R9 ×

{Emp, Full}. Let r = [x ,y, z]T be the position of the center of mass

in R3
, Ûr be its velocity, Ür be its acceleration,m the mass, c be the

gravitational acceleration, e3 = [0, 0, 1]
T
, ϕ be the roll angle, θ be

the pitch angle, ψ be the yaw angle, w ∈ {Emp, Full} be the state
of the water tank if its empty or full, γ be the thrust input, and

ω =
[
ωx ,ωy ,ωz

]T
be the body rotational rates control input. The

drone state vector would be: sa = (r , Ûr ,θ ,ϕ,ψ ,w) and its control

input would be: (γ ,ω). Its dynamics then follows the following

differential equation:

Ür = ce3 +
1

m
Je3γ ,

where J is the rotation matrix from the body frame to the world

frame and is defined as follows:

J =


cθcψ sϕsθcψ − cϕsψ cϕsθcψ + sϕsψ

cθsψ sϕsθsψ + cϕcψ cϕsθsψ − sϕcψ

−sθ sϕcθ cϕcθ

 ,
and cθ and sθ correspond to cosθ and sinθ , respectively. Moreover,

Ûϕ

Ûθ

Ûψ

 =

1 sin(ϕ) tan(θ ) cos(ϕ) tan(θ )

0 cos(ϕ) − sin(ϕ)

0 sin(ϕ) sec(θ ) cos(ϕ) sec(θ )

 ω .
The control input is the sum of a feed-forward and feed-back control

inputs desribed below.

3.1.2 Feed-forward controller. As stated in [30], the drone dynam-

ics are differentially flat with flat output η = [r⊺,ψ⊺]⊺. That means

that the state q and the control (γ ,ω) can be represented as an

algebraic function of [η, Ûη, Üη, Ýη]. Given a three times differentiable

desired trajectory ηd = [r
⊺
d ,ψ

⊺
d ]

⊺ ∈ C3
that we want the drone

state to follow, one can derive the feed-forward controller to get:

γff = −m ∥ Ürd − ce3∥ , and
ω

1,ff

ω
2,ff

ω
3,ff

 =

1 0 sin(θd )

0 cos(ϕd ) sin(ϕd ) cos(θd )

0 − sin(ϕd ) cos(ϕd ) cos(θd )

 ,
where θd = atan2(βa , βb ), ϕd = atan2(βc ,

√
(β2

a + β2

b )), βa =

Üxd cos(ψd ) − Üyd sin(ψd ), βb = −Üzd + c , and βc = Üxd sin(ψd ) +
Üyd cos(ψd ) [30]. The desired trajectory is computed based on the

drone initial state sa ∈ Sa and its goal state s ′a ∈ Sa .

3.1.3 Feed-back controller. The feed-forward controller designed

using differential flatness may not be sufficient as there may be

modeling and tracking errors. These would be handled using a

feed-back controller that aims to minimize the distance between

the desired and actual trajectories. The components are as follows:

γfb = Kp ⟨Je3, rd − r ⟩ + Kd ⟨Je3, Ûrd − Ûr ⟩, and
ω

1, fb

ω
2, fb

ω
3, fb

 = Kp


ϕd − ϕ

θd − θ

ψd −ψ

 + Kd

Ûϕd − Ûϕ

Ûθd − Ûθ

Ûψd − Ûψ

 + K̄p

yd − y

xd − x

0

 .
The control input would be [γff + γfb,ωff + ωfb].

In summary, once a goal state is chosen, a desired trajectory to

get there from the current state is computed, and the dynamics

become autonomous till reaching the goal state as the controller

can be considered part of the dynamics. Finally, the water tank state

w has zero dynamics.

Figure 2: Illustration of fire-fighting scenario.

3.2 Environment Model
The environment is modeled as a 2-dimensional grid with n cells

over a bounded rectangle (see Figure 3). For a 4 × 4 environment

n = 16. Each of the n cells can be in one of eight discrete states (as

sensed by the drone, for instance through satellite imaging):

• FIRE{1,2,3,4} - currently on fire at one of four intensities

• UNLIT{5} - not currently on fire but may catch on fire

• EXTINGUISHED{6} - extinguished fire that cannot be ignited

• OBSTACLE{7} - any type of obstacle for the drone

• WATER{8} - source of water

Hence, the environment state space is Se = [8]
n
.

Now we describe the environment transition function En. Only a
cell with a FIRE or UNLIT state would change state either because of

fire propagation or because of water thrown by the drone. The fire

propagates in the grid as a 2-dimensional convolution between a 2-

dimensional kernel, called an influencematrix, and the environment.

The influence matrix models an exogenous input like wind and is

unknown to learner and the shield, but its effect on the state can be

observed by the learner. More precisely, the environment update

function En is defined as follows: at each cell in the environment,

if it has a state of 5 or less, its updated state is the sum of the point-

wise product between the influence matrix centered at it and the

states of the cells of the environment while considering the state of
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any cell with a state larger than 4 as zero. Cells with states larger

than 5 are kept unchanged.

In this paper, we implemented our approach to only handle static

obstacles, however, moving obstacles with (possibly nondetermin-

istic) models could also be captured in En.

3.3 The System as a Hybrid Automaton
In this section, we will define all the sets and maps of the hybrid

automatonH in Definition 1 for this case study except Sh and Le,
which will be discussed separately in Section 4.

First, each grid cell of the environment is considered a goal.

Hence, the goal set G is [n]. Moreover, the observation map Obs :

Sa → Oa := [n] × {Emp, Full} maps any drone state sa ∈ Sa to the

cell in the environment grid that the drone is currently in and its

water tank state. The set of planners P we consider is the set of all

functions (to be implemented as neural networks) that take as input

the observed drone state oa ∈ Oa and the state of the environment

se ∈ Se and outputs a cell in [n] that the drone should go to. This

set of planners ignores the current goal from the computation of

a new one. We will further restrict this set to be networks with

fixed architecture in Section 5.1. Overall, the state space of H is

Q = R9 × {Emp, Full} × [8]n × {[n] ∪ ⊥} × P.
The Grd is defined as follows: for each goal/cell д ∈ G , Grd(д) is

an axis-parallel hyperrectangle in R9 × {Emp, Full} with the first

two dimensions being a rectangle centered around the center of

the corresponding cell.

The agent-environment joint update function AE is defined as

follows: if the cell is a source of water,w gets mapped to Full while
the environment state does not change. If the drone hasw = Full
and it resides in a cell with a state of FIRE of intensity larger than

1, w gets mapped to Emp and the cell fire intensity is decreased

by 1. If instead the cell has a fire intensity of 1, it gets mapped to

EXTINGUISHED state. For all other states, neither the drone nor

the environment state changes. The initial set of states Θ is the set

of all states with sa ∈ ∪д∈GGrd(д) and an environment state se
with a single cell with a FIRE state and at least one source of water.

The set of unsafe states U consists of all the states where the

drone has an altitude below some positive threshold or it resides in

a cell with OBSTACLE state. Finally, we consider S∗e to be the set of

all environment states where there is no cell with a state of FIRE.

The mission is to drive the environment to a state in S∗e .

4 PROPOSED SOLUTION: FoRShield
In this section, we describe our approach FoRShield for implement-

ing Sh and Le. There are two main challenges that an implemen-

tation of a Sh should tackle: (a) the agent has continuous-time

possibly nonlinear dynamics as the drone of Section 3.1, and (b)

many states of the agent map to the same observed state.

A shield Sh when called on an observed state o ∈ O and a goal

д ∈ G should check if any execution fragment ofH (continuous dy-

namics of the agent and the discrete dynamics of the environment)

can lead to unsafe states (U ), starting from any state in Obs−1(o),
and anytime before the fragment reaches Grd(д).

4.1 Algorithm for Shield
Let Q0 ⊆ Q and assume that all q ∈ Q0 have q.G = д, for some

д ∈ G. The set of reachable states by executions starting from Q0

till the first planner transition, i.e., till all executions reach Grd(д),
is denoted by GoalReachH(Q0,д). If the set of agent states Qa,0
in Q0 is compact, there exists a T > 0 such that all executions

starting fromQ0 would have reached their first pln transition. Then,

ReachH(Q0,T ) ⊇ GoalReachH(Q0). Note that GoalReachH(Q0)

does not depend on the planner part of the states and all of its

states have the same goal. Only the environment and agent states

are the important information that are sought from computing such

a set. Moreover, the dynamics of the agent and the environment are

independent from each other in this set since they are only updated

in a pln transition. Hence, one can compute the set of reachable

states by the agent independently from those of the environment.

We introduce our approach that implements the Sh using reach

set computation. For any oa ∈ Oa , se ∈ Se , д ∈ G , and p ∈ Pl, letQ0

be the set of all states q with q.Sa ∈ Obs−1(oa ), q.Se = Se , q.G = д,
and arbitrary planners. To check the safety of having goal д at

observed state (oa , se ), one would compute GoalReachH(Q0). If it

intersectsU , it would return unsafe resembling the goal is unsafe.

Otherwise, it would return safe. However, computing reach sets

in all forms is computationally hard in general. Fortunately, there

are several libraries and tools that can robustly over-approximate

bounded time reach sets for nonlinear and hybrid models [6, 9,

10, 12, 14, 15, 23]. Sh would over-approximate computations of

GoalReachH(Q0) by computing over-approximations of bounded

time reach sets using such tools.

Algorithm 1 Sh implementation

1: input: oa ∈ Oa , se ∈ Se , д ∈ G
2: Fix arbitrary p ∈ P
3: Q0 ← Obs−1(oa ) × {se } × {д}, {p}
4: R ← Compute over-approximation of GoalReachH(Q0)

5: if R ∩U = ∅ then
6: return safe
7: else
8: return unsafe
9: end if

As stated in the next theorem, it can be shown that the hybrid

system with a Sh implemented as above is safe.

Theorem 1. If Sh inH implemented as in Algorithm 1 and ini-
tially the goal is safe, that is, for allq ∈ Θ, Sh(Obs(q.Sa ),q.Se ,q.G) =
safe, then the overall hybrid systemH is safe (with respect toU ).

Proof. The bounded-time reachable set computation tool used

in FoRShield is assumed to be sound. In other words, the set it com-

putes should contain all states that can be reached in the bounded

time. Using FoRShield, every goal executed byH is safe. FoRShield
ensures that all possible executions given the current observed state

will reach the Grd of the approved goal without intersecting with

U . Consider any execution α of H . There will be no state in the

prefix of α before the first pln transition that intersects U by the

assumption of the theorem that Sh returned safe and FoRShield
over-approximates the reach set till reaching the first pln transition.
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By induction on the pln transitions of α , consider any such transi-

tion and assume that there was no state reached by α before that

belongs to U . Then, if Sh returned safe on the proposed goal by

the new planner, there will be no state reached by α that belongs

to U till the next pln transition by the assumption that the com-

puted set by FoRShield solver-approximates the reach set till the

goal is achieved. If it returned unsafe, the goal would be set to ⊥.

Moreover, a sequence of repln transitions would occur till a planner

that provides a goal that is checked by Sh to be safe is reached.

During these transitions, the agent and environment state would

not change. Hence, it will be safe by the induction assumption.

Once the planner with the checked goal to be safe is reached, the

execution will be safe till the next pln transition by again the fact

that the computed set by FoRShield over-approximates the actual

reach set. □

4.2 Faster Unsound Approaches
We introduce two alternative approaches that are computationally

more efficient but less accurate than Algorithm 1. These alternatives

will serve as baseline comparison points for our experiments.

• Sim. Given an observed agent state oa ∈ Oa , environment

state se ∈ Se , and a goal д ∈ G, we choose an arbitrary

sa ∈ Obs−1(oa ). Then, we forward simulate (Sim) the state

using for the environment state and by solving the O.D.E in

Equation 1 till it reaches Grd(д) or U for the agent state. If

U has been reached, Sh reports unsafe, otherwise, safe.
• Line. Given the current agent state sa choose an arbitrary

s ′a ∈ Grd(д) and connect sa and s ′a by a straight line. The

environment state is still evolved using . If the straight line

along with the environment state intersects U , Sh would

report unsafe, otherwise, safe.
Both approaches are not sound: they may report safe for unsafe
executions and vice versa. However, they are usually much faster

than computing reachsets.

4.3 Shield and Learner Implementation
Pragmatics

FoRShield can be implemented in two ways. The first way aims

to improve time efficiency at run time. FoRShield would do all the

computations offline. Specifically, for any pair of goals д,д′ ∈ G,
an over-approximation of the GoalReach with initial set of the

agent being Grd(д) and goal being д′ is computed offline. Also, for

each initial goal in Θ, an over-approximation for the reach set with

initial set being the set of states in Θ with that goal is computed.

All the results of the computations are cached. During run time,

whenever Sh is called, FoRShield would propagate the dynamics of

the environment using E and use the corresponding cached reach

tube of the agent to check if they intersectU .

The second way is the default way. No computations happen of-

fline. Instead, whenever Sh is called, FoRShield would compute the

reach tube of the agent dynamics and propagate the environment

dynamics using and then checks the intersection withU .

Furthermore, for the Le end, we would design a reward function

that maps the observed state and goal to a scalar. Then, we use a

reinforcement learning algorithm to update the current planner

based on the reported reward. In repln transitions, a −∞ reward is

reported so that ln would change the planner to not choose that

goal again since it is unsafe.

4.4 Translation Invariance and Reachability
In this section, we will show that if the dynamics are translation

invariant, reachable sets can be translated as well. This would speed

up the computations of safety verification of hybrid automata.

Theorem 2. Let δ ∈ Sa be a constant and ξ be a trajectory of
H that satisfies Equation (1). Let q0 = ξ .fstate and assume that
fq0 .д(ξ (t).Sa ) = fq0 .д′(ξ (t).Sa+δ ) for all t ∈ ξ .dom, for someд′ ∈ G .
Then, a trajectory ξ ′ with ξ ′.fstate = q′

0
∈ Q , q′

0
.Sa = q0.Sa +δ , and

q′
0
.G = д′ satisfies ξ ′(t).Sa = ξ (t).Sa + δ for all t ∈ ξ .dom.

Proof. First,
d
dt (ξ (t).Sa ) =

d
dt (ξ (t).Sa + δ ) since δ is constant.

Hence, by the assumption of the theorem, for all t ∈ ξ .dom,

d

dt
(ξ (t).Sa + δ ) = fq0 .G (ξ (t).Sa ) = fд′(ξ (t).Sa + δ ).

Therefore, ξ (t).Sa + δ satisfies Equation (1) and has initial state

q0.Sa +δ . Moreover, the solutions of Equation (1) are unique. Hence,

ξ ′(t).Sa = ξ (t).Sa + δ for all t ∈ ξ .dom. □

It can be checked that the drone model in Section 3.1 is transla-

tion invariant with respect to the x ,y and z components of its state.

This allows translating reach sets across the grid. For example, if the

reach set with initial set being theGrd of cell (1, 1) in the 2D-grid of

the environment and goal being the cell (4, 2), one can translate it

by the vector (0, 1) to get the reach set with initial set being theGrd
of cell (1, 2) and goal (4, 3) instead of recomputing it again using

current tools. This is not currently utitlized in our experiments in

Section 5 but will be the subject of future experimentation.

5 IMPLEMENTATION AND EXPERIMENTAL
EVALUATION

5.1 Implementation
The entire FoRShield framework: the shield, environment, agent,

and learner, is implemented in Python and uses a variety of mod-

ules such as Numpy, TensorFlow, and OpenAI Gym to name a

few. FoRShield and the Sim method both utilize DryVR [13] as a

verification back-end to simulate the continuous dynamics of the

drone model while Line uses a simple intersection algorithm. The

fire-fighting environment and learner were both derived from ex-

isting implementations and modified accordingly for the specific

requirements of the framework.

For all our experiments, the learner is an instance of an actor-

critic algorithm. Our implementation of the algorithm uses two

separate networks, one for each the actor and the critic. Both the

actor and critic networks are described below in more detail:

The actor network is a 4-layered fully connected neural network

with 256 nodes in the first hidden layer, 128 nodes in the second

hidden layer, 64 nodes in the third hidden layer and a variable

number of nodes in the output depending on the dimensions of

the environment. Each of the hidden layers are equipped with the

ReLu function and the output layer utilizes the softmax function.

Given an environment of size (r × c), the output layer has a total of
r + c nodes of which r nodes correspond to selecting a particular
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Experiments

Scenarios

Verification time (s) Training time (s) Total verifications Unsafe verifications Unsafe trajectories

Line Sim FSh Line Sim FSh Line Sim FSh Line Sim FSh Line Sim FSh
Scenario 1 477 335 1300 4576 3283 7781 26431 18809 256 4334 2851 132 34 20 0

Scenario 2 6339 6171 1276 8053 7402 32047 68929 56071 256 14343 10452 195 2792 1136 0

Table 1: Experimental results across different scenarios using FoRShield (FSh), line simulation (Line), and forward simulation
(Sim).

row and c nodes which correspond to selecting a particular column.

Each set of r and n nodes utilizes their own softmax function to

compute a particular coordinate destination that the agent should

navigate to.

The critic network is a 3-layered fully connected neural network

with 128 nodes in the first hidden layer, 64 nodes in the second

hidden layer, and a single node in the output layer. Each of hidden

layers are equipped with the ReLu function and the output layer

uses a plain linear function.

5.2 The Scenarios
In all instances of the fire-fighting problem studied in this paper, the

environment is seen as a 4 × 4 grid with a total of 16 cells but have

different configurations of cell states. The scenarios are illustrated

below:

Figure 3: Illustration of evaluated scenarios.

• In scenario 1, the drone starts in the top left corner, there is

a water source in the top right corner, a single static fire in

the bottom left corner, and an obstacle along the diagonal

between the fire and water source.

• In scenario 2, the position of the drone and the water source

are the same as before but there are now 4 obstacles scattered

around the environment and the single static fire nestled

between them.

5.3 Experimental Results
We evaluated the FoRShield approach presented in Sections 2 and 4

against two instances of the fire-fighting case study described in

Section 3. For each of the instances, we compare FoRShield with

two other methods 4.2, to demonstrate the efficacy of FoRShield
in controlling a drone safely around obstacles and achieving the

mission target. The data from these experiments are shown in

Table 1. All experiments were run on a laptop equipped with an

Intel Core i5-6200U CPU and 8 GBs of RAM. The key observations

from these experiments are as follows.

Learned planners are near-optimal. Across all the scenarios, FoR-
Shield learned near-optimal planners if not an optimal planner,

completing the mission target of putting out the fire in the shortest

time possible. In fact, both the unsound strategies, Line and Sim,

also found near optimal planners.

Safe RL with FoRShield is feasible. FoRShield always performed

the smallest number of verifications and discovered the minimal

number of unsafe verifications because it cached its reachset results

whereas Line and Sim are necessarily online methods and veri-

fied every action the agent performed. Additionally, as expected,

FoRShield, completely eliminated the risk of the agent ever per-

forming an unsafe action during training.

FoRShield has the largest total running time. The verification and
training times of Line and Sim are similar to each other in both

scenarios. In scenario 1, the verification time of two methods is

nearly a third of FoRShield’s whereas in scenario 2, FoRShield’s
time is now 5 times as fast as its counterparts’. The reversal in speeds

can be accounted by the number of total verifications required by

different algorithms and the execution times of their respective

verifications. Interestingly, FoRShield has the slowest times training

times in both of the scenarios. A possible explanation may be that

the policy being learned by FoRShield is more constrained and

requires more time to discover.

6 RELATEDWORK
Safe RL research can be broadly classified into two main groups,

those that adjust the optimization criterion and those that modify

the exploration process. The framework presented in this paper

belongs to the latter group. A monitor verifies whether or not the

actions of an agent with continuous dynamics are safe and modifies

the reward function of the environment by assigning large negative

rewards for any actions deemed to be unsafe.

The most notable recent works that are closely related to ours

utilized the concept of a shield [5, 19, 21] to limit the selection of

actions at particular states by constructing subsets of the full envi-

ronment MDP. Although creating such sub-MDPs may be a feasible

approach for agent/environment setups that follow only discrete

dynamics as explored in these works, this is not a viable approach

for agent/environment setups with continuous specifications.

Another approach to handle continuous setups is to utilize syn-

thesis with RL to create controllers [29]. This work proposes a

learning framework, programmatically interpretable reinforcement
learning, that use policy sketching in conjunction with neural oracle
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to discover optimal policies specified in high-level programming

languages. Such policies can be easily interpreted by humans and

verified using with traditional tools; however, this comes at the

expense of the class of families of policies that can be discovered

and requires expertise knowledge to guide the sketching to learn

plausible policies.

A related approach has been also proposed in [16] which shows

that verification results can be preserved whenever learning agents

limit exploration within the verified control choices and observed

reality is consistent with model used for off-line verification.

7 CONCLUSION AND FUTUREWORK
As machine learning becomes an integral part of CPS products,

it will become necessary to develop methods for specifying hard

safety constraints that these systems must not violate and verifying

the their correctness. In this paper, we introduced FoRShield, a step
toward envisioning such methods. FoRShield, is a framework for

learning safe and near-optimal policies, particularly for agents with

nonlinear continuous dynamics. We developed a formal specifica-

tion of this framework and illustrated its use against a fire-fighting

case study.

In the near term, it remains to see the extent to which FoRShield
can safely discover interesting fire-fighting strategies. We already

have preliminary results showing that it can discover nontrivial

strategies for putting out a moving fire around obstacles. The formal

framework can be extended to handle environments that evolve

according to continuous dynamics rather than the just discrete ones

as presented here. Another interesting direction will be to study

strategies for coordination of multiple agents towards a shared

mission target.
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