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▪ With the increasing reliance of power system monitoring

and control over communication protocols, the possibility of

entities with malicious intent to gain access to and alter

operational commands have become more likely.

▪ One approach to detect whether signals may have been

compromised is to deploy intrusion detection/prevention

techniques to examine and verify the syntax of protocol

messages.

Introduction
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▪ We investigate an alternate power-systems based approach

that leverages our understanding of the system’s structure.

▪ The approach is based on a fast, approximate state-

estimation method.

▪ We focus on threats that are directed at HVDC transmission

lines in combined AC-DC systems.

▪ We use a specific case to illustrate the general idea behind

the approach.

Scope and Nature



▪ The case under study is a 

synthetic model of the 

transmission grid of the 

Western United States 

with the Pacific DC 

intertie HVDC 

transmission link. 

▪ (System size ~ 2500 

buses, 5700 lines)

Case under study
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▪ The power flow on the HVDC link is determined from the 

OPF solution by the Transmission System Operator (TSO).

▪ The power dispatch signal is currently communicated to the 

respective HVDC stations via a telecommunication link.

▪ All the controls at the HVDC station are local, including 

converter controls, ACCBs, DCCBs, capacitors, etc.

Basic layout of study
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▪ Since there is no direct control of the HVDC converter 

station from the control center, the indirect attacks that can 

be executed are investigated.

▪ Adversary has the capability to spoof and alter the 

telecommunication link of the power dispatch signal. This 

false data injection-type attack is the threat under 

investigated.

Threat Modeling
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Graphical depiction of the threat
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▪ Attacker is only able to attack the telecommunication link 

between the Control Center and Converter Control Station 

(CCS).

▪ Measurements from the rest of the AC system are too 

numerous to compromise and thus not malicious.

▪ Network topology does not change as the power dispatch 

signal is implemented.

▪ System is considered to be in quasi-steady state at every 

time instant (No dynamic regime considerations).

Premises/Assumptions
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Detection Mechanism
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▪ PowerWorld Simulator is used to simulate implementation 

of a power dispatch signal in the real power system.

▪ The system’s real and reactive line power flows are 

exported as measurements.

▪ These measurements are fed into a state estimation 

algorithm developed in MATLAB.

▪ The estimated state is used to compute an estimate of the 

power injection at the AC bus of the converter station.

Simulation Methodology
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▪ For a system model defined by

𝒛 = 𝒉 𝒙 + 𝒆

▪ State estimation is a weighted least squares (WLS) 

formulation that seeks to solve:

min
𝒙

𝐽(𝒙) = min
𝒙
[𝒛 − 𝒉(𝒙)]𝑇𝑹−𝟏[𝒛 − 𝒉(𝒙)]

▪ This optimization problem is solved by an iterative process:

[𝑯𝑇(𝒙𝑛)𝑹−𝟏𝑯(𝒙𝑛)]∆𝒙𝑛 = [𝑯𝑇(𝒙𝑛)𝑹−𝟏]∆𝒛(𝒙𝑛)
𝒙𝑛+1 = 𝒙𝑛 + ∆𝒙𝑛

State Estimation
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▪ Measurement Prioritization: For large systems, receiving 

and processing a large number of measurements in short 

time frames is difficult, so some means to prioritize 

measurements will be essential. 

▪ Reduction of Iterations: Since the process is an iterative 

one, it is time consuming to wait until convergence, so we 

limit the iterations, to get an approximate result that is 

acceptable.

Modifications for computation in limited time frames
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Prioritization of  

Measurements:

The PTDFs help 

quantify how MW 

injection at a given bus 

and extracted at another 

bus will affect the line 

flows on lines across the 

network.

Power Transfer Distribution Factor (PTDF)



Graphical Depiction of the Process
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State estimate result as a function of PTDF threshold



State estimate result as a function of  number of 

iteration



The determination of 

the optimal number of 

iterations and the 

number of lines to 

prioritize 

measurements from is 

somewhat heuristic, 

and specific to the case 

under study.

Determination of number of iterations and PTDF 

threshold
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Accuracy of fast, approximate state estimator in 

tracking a power dispatch implementation



Performance of estimator 

under simulated threat
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Initial flow = 1000 MW, intended 

dispatch = 2000 MW, corrupted 

dispatch = 2500 MW

AC power injection at the AC bus 
connected to the converter



Performance of estimator under simulated threat
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Initial flow = 1000 MW, intended dispatch = 2000 MW, corrupted dispatch = 2500 MW



One heuristic error profile for detection
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▪ A state estimation-based approach is used as a means to 

track a system state’s evolution over time.

▪ If a specific change was transmitted for implementation, 

then an estimate of the system state based on 

measurements should reflect the state variable changing as 

per the requested implementation.

▪ This approach bounds the extent to which an attacker can 

corrupt a implementation signal and evade detection. 

Conclusions
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Questions?
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