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Outline of VM Steps (for UIUC users)

D Remote Desktop g i MobaXterm

your PC/MAC Remote PC
Virtual Machine

IGB Biocluster

Head node

Chris Fields

IGB
Biocluster

* You need to connect to the campus VPN to be able to connect to the remote desktop. Use
the following link to download and setup the VPN client:

» https://techservices.illinois.edu/services/virtual-private-networking-vpn/download-and-set-up-the-
vpn-client
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UIUC Instructions For Mac Users




Step 0. Download Campus VPN (for UIUC users)

* Need to connect to campus
VPN to connect to the

remote desktop.

* Download the VPN client:
https://techservices.illinois.edu/ser

vices/virtual-private-networking-
vpn/download-and-set-up-the-vpn-

client

Windows 7, 8, 10, 11

How to install: VPN, CISCO AnyConnect, Installation Instructions for Windows 7, 8, 10, 11

Mac OS

How to install: VPN, CISCO AnyConnect, Installing Cisco AnyConnect VPN for Mac OS

Android, Kindle, Chromebook

How to install: VPN, CISCO AnyConnect, Installing the Cisco AnyConnect VPN on Android, Kindle, Chromebook

iPhone, iPad, and iPod Touch

How to install: VPN, CISCO AnyConnect, Installing for iPhone, iPad, and iPod Touch

Linux

How to install: VPN, CISCO AnyConnect, Linux

Other

Please note that Technology Services cannot guarantee VPN compatibility with these machines

How to install VPN, CISCO AnyConnect, VPN Clients for Other Systems
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Step 1. Connect to Campus VPN (for UIUC users)

» After downloading and installing ece AnConnact aleile;

g@ VPN:

Secure Mobility Client CISCO

the VPN, Open the AnyConnect
VPN and click on Connect = ™ *

Ready to connect.

——  vpn.cites.illinois.edu 8 | Connect

* Enter your UIUC Netid and - T .
» ISCO AnyConnect | vpn.cites.lllinois.eau
password and click-ok,
~ » ~ . % Please enter your username and password.
-y . e Group: 1_SplitTunnel_Default @
~y
- \AUsername: NETID
* You should now be connected to e TR
the VPN and can open Remote Cancel  (SHCIID
Desktop.

VM-setup | 2022



Step 2. Download Remote Desktop (for UIUC users)

*For Mac users:

Prerequisites:

* You need to have Remote Desktop installed on your computer.

* Download & install “Microsoft
Remote Desktop” from
the App Store or here:
https://apps.apple.com/us/app/
microsoft-remote-desktop-
10/id1295203466?mt=12

Q remote desktop [<]

Results for “remote desktop” Filters v

Microsoft Remote Desktop
Work from anywhere ah

v Discover
<> Arcade

& Create

<7 Work

&/ Play

2> Develop
88 Categories

@) Updates

Jump Desktop (RDP, VNC,...
a Fast and secure remote desktop $34.99
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Step 3. Prepare to log on to VI\/I (for UIUC users)

Microsoft Remote Desktop

¥
For Mac users' = # v+ v PCs Workspaces Q Sear

Add Workspace

Open Microsoft Remote Desktop . -
* Click on + sign and then Add PC~

Microsoft Remote Desktop

PCs Workspaces Q

* Enter the provided IP address
in PCname field ™ = ™ * = = = & w0 o o .,

LI
PC name:

* CI iCk Ad d ~ . User account: = Ask when required a
=~ [ General |
Display Devices & Audio Folders
\ L4
\ . Friendly name:
\ . Group: = Saved PCs 9
~ _
. \ Gateway: = No gateway 9
L J \ . 7
NOW that yOU have SUCCQSSfU”y added \ » 2 Reconnect if the connection is dropped
. \ Connect to an admin session
the remote desktop let’s connect to it . o Svemovsebuttons
'~
L J
~
'~

Cancel A
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Step 4. Log on to VM

*For Mac users:

* Make sure you are connected to

campus VPN
- " -
* Double click on the created PC = °
* Enter provided Username gom]  Erer Your User Acoount
. 128.1 This user account will be used to connect to 128.174.127.201
and Password then click Continue . _ T —

[ - Confi
L I . Username: “ ‘
=~ ssword:
| W passwor
_—

[ ]
Cancel

Note that you need to set up the VM
only once. After that you can just log
in to the added VM.

Use the login instructions for all the
labs requiring the VM.
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| I

Recycle Bin MobaXterm

A new screen will be opened
9 that looks like this (pc/windows 0s)

-
Google IGVEZ.54
Chrome

naR O

plink=T:07=S8 MrEayesx 8o MrEayes=3 8 gseat] 024m

hd 6 B0 W

EagleView S R xb4 4.0.5 88 MrEayes 64 SN Bandagel:

B =z m
‘E)

gPLINKZ=2 SR 5tudio

‘E)

Haploview

L Type here to search

o -
@ sFsumy ~ T



UIUC Instructions For Windows/PC Users




Step 1. Connect to Campus VPN (for UIUC users)

» After downloading and installing ece AnConnact aleile;

g@ VPN:

Secure Mobility Client CISCO

the VPN, Open the AnyConnect
VPN and click on Connect = =™ = = »

Ready to connect.

——  vpn.cites.illinois.edu 8 | Connect

* Enter your Netid and password and - T .
» isco AnyConnect | vpn.cites.illinois.edu
click ok. I
~ » ~ . % Please enter your username and password.
-y . e Group: 1_SplitTunnel_Default @
]

- ), Username: | NETID

Password: eeeeecececececcccccccccoce

* You should now be connected to cancel | (KT
the VPN and can open Remote
Desktop.
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Step 2. Prepare to use Remote Desktop
*For PC:

1. Search “Remote desktop connection” in the search bar
2. Click to open remote desktop

Al Apps Documen

Best match

l, Remote Desktop Connection ~

= App »*
Search work and web
L remote desktop connection - S @

Settings (2)

Remote Desktop Connection
3 ,

Open

n £ remote desktop connection
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Step 3. Start Remote Desktop (for UIUC users)

*For PC:

*  When you click on )
Remote. De”sk.top.” * Click "Show Options" to | Remote Desktop
Connection”, it wi expand the window << Connection

open in a separate

General Display Local Resources Experience  Advanced

window W ker dop Connection -
Logon settings
Remote DeSktOp p L Enter the name of the remote computer.
»¢ Connection Computer: | v]

User name: I ‘
Computer: Example: computer.fabrikam.com v
P ‘ The computer name field is blank. Enter a full remote computer
name.

User name:  None specified

The computer name field is blank. Enter a full remote
computer name.

Connection settings

v | Show Options Connect Help | Save the currer_'lt connection settings to an RDP file or open a
L remote desktop connection X i saved connection.
vork result Save Save As... Open...
4 Hide Options Connect Help
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Step 4. Prepare to log on to VM (for UIUC users)

*For PC users:

* Enter the provided IP address
in Computer field

e Enter the provided username
in Username field

* C(Click Connect

Now that you have successfully added
the remote desktop let’s connect to it .
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| Remote Desktop
"¢ Connection

General Display Local Resources Experience Advanced

Logon settings
Enter the name of the remote computer.

L

Computer: \ v ‘

User name: I ‘

The computer name field is blank. Enter a full remote computer
name.

Connection settings
Save the cument connection settings to an RDP file or open a
i saved connection.

Save Save As... Open...

4 Hide Options Connect Help
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Step 5. Log on to VM

¥ . o
For PC users: M Bemote Desktop
Windows Security X
* Make sure you are connected to campus Enter your credentials
VPN These credentials will be used to connect to cxoococcon

[username]

 The username and IP address you entered -
Remember me
on the previous screen will be shown here L -

OK Cancel

° E nte r Pa SSWO rd th e n C I i C k O K \@ I:?“it::r;t(i::":'c:h:"mx;(?e computer cannot be verified. Do you

The remote computer could not be authenticated due to problems with its
security certificate. It may be unsafe to proceed.

Certificate name

e If shown the window asking if you "Want
to connect anyway?" Press yes

5 Name in the certificate from the remote computer:

Certificate errors

The following errors were encountered while validating the remote
computer's certificate:

L. The certificate is not from a trusted certifying authority.

Note that you need to Set up the VM Only Once. Do you want to connect despite these certificate errors?
After that you Can just Iog in to the added VM. [[] Do ask e again for connections to this computer

View certificate... Yes No

- Connect Help

Use the login instructions for all the labs
requiring the VM.
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Recycle Bin MobaXterm
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