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About the Critical Infrastructure Resilience Institute  
 

 

The Critical Infrastructure Resilience Institute (CIRI), led by the 

University of Illinois at Urbana-Champaign, is a Department of 

Homeland Security Science and Technology Directorate Center 

of Excellence that conducts research and education that enhances 

the resilience of the nation’s critical infrastructures and the 

businesses and public entities that own and operate those assets 

and systems. CIRI achieves its mission through innovative 

research, technology transition, and education and workforce 

development. CIRI explores the organizational, policy, business, 

and technical dimensions of critical infrastructure with a 

particular emphasis on developing tools and solutions for industry 

and government agencies to understand and improve resiliency. 

 

Through a multi-disciplinary team of researchers from academia, 

national laboratories, and the private sector, CIRI delivers 

transformational technology-driven solutions, data-informed 

policy recommendations, and decision-making tools for 

businesses and government agencies; training for today’s 

homeland security workforce; and education for a more 

resilience-aware and resilience-motivated workforce of 

tomorrow.  

 

More information on CIRI may be found at 

http://ciri.illinois.edu/. 
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DHS-Directed Grant Program Overview 
An objective of the Critical Infrastructure Resilience Institute (CIRI) 

is to bring together capabilities of colleges, universities, federal 

laboratories, industry, and nonprofit organizations to assess and 

improve resilience in the ten critical infrastructures for which the 

Department of Homeland Security (DHS) is the designated sector-

specific agency: 
 

 Chemical 

 Commercial Facilities  

 Communications 

 Critical Manufacturing 

 Dams  

 Emergency Services 

 Government Facilities 

 Information Technology 

 Nuclear Reactors, Materials, and Waste 

 Transportation Systems  
 

CIRI activities are organized around four themes: 
 

1. Understanding resilient critical infrastructure systems. 

2. Application of critical infrastructure in the real world. 

3. The business case for infrastructure resiliency. 

4. The future of resiliency. 
 

With those objectives in mind, CIRI is seeking proposals to address a 

specific set of resiliency questions DHS and its federal partners need 

answers to. For projects focused on the DHS questions, CIRI awards 

would fund activities related to, for example  
 

 Data collection 

 Analysis of 

- Systems 

- Economics 

- Business continuity 

- Governance 

 Risk identification 

 Quantification of risks and resiliency benefits 

 Planning, prevention, mitigation, and compliance measures 

 Data protection 

Estimated Funding 
Subject to the availability of funding, CIRI will set aside $800,000 to 

award approximately 9 DHS-directed grant projects conducted from 

approximately February 1 through June 30, 2017. Typical awards will 

be from $60,000 to $120,000; no award shall exceed $150,000 over 

this five-month period. No matching funds are required. 
 

Applicants may propose additional work scope that would begin July 

1, 2017, and extend up to June 30, 2018. Budgets for additional work 

scope should not exceed $250,000. Funding decisions for such project 

extensions will be made in spring 2017 and will be based, in part, on 

project performance up to that point and a more detailed, invited  

 

proposed work plan from the team. Proposals for project extension 

should drive the work toward definitive answers to the DHS 

questions. 

Eligible Grantees 
Organizations eligible to receive CIRI grants are educational 

institutions, federally funded research and development centers, 

private industry, and private nonprofit organizations and foundations. 

CIRI does not award grants to individuals or to federal, state, county, 

or local government entities — though those groups may be partners 

in the work conducted by the grant recipient. Collaborations among 

organizations are encouraged, but not required. 
 

The proposal’s designated principal investigator must be an employee 

of the organization applying for a CIRI grant. 
 

Eligible Projects 
Funding decisions will be based on how well a proposal meets the 

evaluation criteria listed later in this request for proposals. 

Quantitative scoring of the evaluation criteria will be provided by 

external expert reviewers.  
 

This request for proposals is focused on questions within four themes. 

A proposal must identify which question it is targeting. In all cases, 

projects funded by CIRI under this solicitation must be completed by 

June 30, 2017. 
 

Theme 1: Understanding resilient critical infrastructure systems 
 

Question 1A: 

Following a disruption of port operations, what are the 

secondary and tertiary effects of the port disruption on other 

modes of transport (trucking, rail, pipeline, etc.) and what are 

the economic impacts of such an incident? 

Context: 

A serious cyber incident has the potential to negatively impact 

operations at major ports. 
 

Theme 2: Application of critical infrastructure in the real world 
 

Question 2A: 
What are the causative factors that can escalate a maritime 

cyber incident into an incident that results in or creates unsafe 

conditions or human casualties? What measurable and 

verifiable steps can be taken to prevent cyber incidents from 

escalating to this level? What preventative requirements can 

be used to mitigate this risk? 

Context: 

Vessels are becoming more and more automated, both from 

construction and retrofitting. Automated systems, though 

saving on manpower, have inherent drawbacks, including 

cyber vulnerabilities.   
 

Question 2B: 
What are effective and measurable evaluation factors when 

infrastructure owners are considering vendors or contractors 

and what are measurable performance indicators to confirm 

compliance with emerging data protection requirements? 
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Context: 

The collection of personal identifying information and 

protected health information is an inherent risk in the 

Merchant Mariner Credentialing Program (among others). 

Customers represent government agencies and mariners from 

around the world, and multiple vendors offer secure data 

storage and handling.     
 

Question 2C: 
Use EarthScope protocols to perform a magnetotelluric (MT) 

survey of the northeastern United States. The MT survey data 

should be combined with historical magnetic observatory data 

to produce maps of geoelectric hazard, giving the probability 

of geoelectric exceedance within a given time window. 

Analysis should be performed to evaluate magnetic-storm 

induction hazards that threaten electric power grid operation 

and infrastructure. 

Context: 

A national-scale magnetotelluric survey has been proposed 

for the continental United States so that a proper evaluation 

can be made of magnetic-storm induction hazards that 

threaten electric power grid operation and infrastructure. This 

work is consistent with priorities given in the President’s 

National Science and Technology Council’s National Space-

Weather Strategy and Action Plans. 
 

Theme 3: The business case for infrastructure resiliency 
 

Question 3A: 
Perform an economic review to identify actors who benefit 

and suffer loss throughout the various phases of the 

emergency management cycle. For example, use real-world 

examples as case studies to quantify how a community’s tax 

base is affected following a disruptive event, the impact on 

businesses, where public investment or relief funds are spent, 

tax rate changes, and length of time to recover to pre-event 

population levels. 

Context: 

In order to incentivize actions that benefit the public interest, 

the Federal Emergency Management Agency is proposing a 

deductible for FEMA’s Public Assistance Program. This 

proposed change is an example of government efforts to 

mitigate the total cost of the damage deriving from a disaster.  

 

Question 3B: 
How does business continuity contribute to community 

resilience? Determine the positive impacts of business 

continuity planning on community resilience planning. How 

does community resilience contribute to business continuity? 

Illustrate the importance of community resilience planning on 

business continuity planning. Present a case for why business 

executives should participate in community resilience 

planning as part of business continuity planning. 

 

Context: 

The purpose of this question is to present a persuasive case 

to business executives that community resilience planning is 

important and worth their time. 
 

Theme 4: The future of resiliency 
 

Question 4A: 
How can next-generation mobile communications systems 

and data streams be protected? How will the data streams 

from numerous connected devices and infrastructure systems 

interact with each other to ensure security, interoperability, 

and capacity? What would standards look like to support 

secure data exchange across next-generation mobile network 

infrastructure systems and how would they be structured to 

protect individuals, businesses, and governments?  

Context: 

As cyber-physical systems transform the way we interact with 

the world, new challenges are emerging in areas such as 

network design and mobile computing. Ensuring that security 

is addressed in these new methods and technologies is critical 

to the safety of the nation’s infrastructure systems.  

Applicants are encouraged to review the following DHS 

documents on mobile communications security: 

 DHS Mobile Device Security Strategy: 

https://www.dhs.gov/sites/default/files/publications/

Mobile%20Device%20Security-508_1.pdf 

 DHS Digital Strategy: https://www.dhs.gov/dhs-

digital-strategy 

 Mobile Security Reference Architecture, DHS and 

CIO Council 2013: https://cio.gov/wp-

content/uploads/downloads/2013/05/Mobile-

Security-Reference-Architecture.pdf 

 

Allowable Expenses 
Allowable grant costs are typical of those associated with analysis 

work, including personnel, materials and supplies, justified travel, 

and research services.  
 

Unallowable expenses are outlined in 2 CFR Part 200 

(http://www.ecfr.gov/cgi-bin/ 

retrieveECFR?gp=1&SID=394cce1f1add661dfe486ab68f0 

7b1d1&ty=HTML&h=L&mc=true&n=pt2.1.200&r=PART#_top). 
 

CIRI DHS-directed grants may not be used to procure computers or 

other equipment. Indirect costs are allowed under this grant program. 

 

Deadline 
Proposals are due by 7 pm (Central time) on November 11, 2016. 
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Proposal Requirements 
All proposals must be submitted through the CIRI grant application 

portal at ciri.illinois.edu.  
 

Proposal narratives should not exceed 9 pages (including any 

bibliography, but not counting the budget form, resumes, and 

commitment letters) and must be uploaded as a single PDF file.  

Proposals should use 1 inch margins, and 11-point font. Submissions 

that exceed the stated page limit may be rejected without review. 

Cover page information (see Appendix A) should be entered 

separately through the grant application portal. The portal includes a 

downloadable MS Excel budget form that should be completed and 

then uploaded to the system. 
 

CIRI will treat proposals as proprietary until an award is made. 

Nonetheless, applicants shall not include proprietary or sensitive 

information in their submittals to CIRI. Please note that proposals 

will be reviewed by external expert reviewers and that there will be 

public disclosure of funded projects. 
 

Full proposals must contain the following elements. Applicants 

should abide by this framework, as it has been designed to match 

requirements so that awarded proposals can be uploaded into the 

Department of Homeland Security work plan database. 
 

1. A completed cover page, generated online, that contains 

the information shown in Appendix A. 
 

2. A project narrative with the following sections: 

a. Abstract 

A summary describing the needs addressed by the proposal. 

b. Background 

i. A description of the tangible outcomes the team 

envisions that will make the nation’s critical 

infrastructure more resilient against natural or manmade 

disruptions. 

ii. The goal and objectives of the project. 

c. Scope of Work 

A detailed discussion of the proposed work, including: 

i. A description of the project concept. 

ii. A justification, including key literature references, 

that this concept will help address a resiliency need 

identified by DHS and its federal partners. 

iii. The objective of the work to be performed with 

CIRI funding. 

iv. Details of the work to be performed with CIRI 

funding, including specific tasks and milestones and 

how they support the objective. 

v. An identification of key risks and mitigation 

strategies to address them. 

vi. A justification as to why CIRI funds are needed to 

achieve the objective. 

vii. A list of the deliverables to be provided to CIRI, 

including mid-project and final reports. 

d. Qualifications 
A summary of the expertise and capabilities being 

brought to bear, including: 

i. The applicant’s credentials in this topic area, 

including past accomplishments. 

ii. The names of public- and private-sector partners. 

iii. Commitments from partners in terms of 

collaboration and resources. 

e. Budget and Schedule 
The MS Excel budget form available at the CIRI grant 

application portal should be completed and uploaded 

separately to the system. Appendix B indicates the budget 

categories available and provides guidance for completing 

the form. The proposal narrative should include: 

i. A brief narrative justifying the items in each budget 

category. Budgets should include travel for meetings 

and related events with CIRI and sponsors. 

ii. A schedule for the activities funded by CIRI. Note 

that the activities funded under this solicitation must 

be completed by June 30, 2017. 

f. Compliance Assurances 

i. Data Needs – Outline the data to be acquired in this 

project and how it will be obtained. 

ii. Information Protection Plan, if applicable. 

Note that upon award, CIRI may require additional 

documentation, such as a human-subject research plan 

or a research safety plan, if applicable. 

g. Project Extension 
For proposed work beyond June 30, 2017, the applicant 

should provide a one-page description of the additional 

work scope that includes: 

i. The objective of the additional work. 

ii. A summary of the work, including planned 

milestones and deliverables. 

iii. A list of potential new partners. 

iv. A preliminary budget and schedule. Proposed project 

extensions need to be completed by June 30, 2018. 

Keep in mind that funding decisions for project 

extensions will be made in spring 2017 and will be 

based, in part, on project performance up to that point 

and a more detailed, invited proposed work plan. 

h. Resumes 
A set of resumes for key personnel (not to exceed 2 

pages per person). The set of resumes does not count 

toward the 9-page limit. 

i. Letters of Commitment 

A set of commitment letters from the main collaborating 

partners. The commitment letters do not count toward the 

9-page limit. 
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j. F&A Rate Documentation 

A copy of the latest facilities and administrative (F&A) 

rate agreement negotiated with a cognizant federal agency. 

This documentation does not count toward the 9-page 

limit. 
 

Applicants may append any additional documentation they feel will 

help the decision process of CIRI. Although such appendices are not 

subject to the 9-page limit, applicants should exercise discretion in 

providing additional material. 

 

Project Reporting 
In addition to other promised deliverables, the grantee shall provide 

CIRI with a progress report halfway through the project period. 

Final deliverables must be submitted within 30 days following the 

grant end date. 
 

CIRI will periodically check on the progress of the project through 

its duration. 
 

CIRI will track metrics on funded projects for two years after their 

completion. The metrics will include information on publications, 

patents, commercialization, student education, external sponsorship, 

and further collaborations among the partners that were facilitated 

by CIRI funding. 

 

Proposal Evaluation 
Invited full proposals will be evaluated according to the criteria 

found in Appendix C. CIRI will be looking for strength in 

 Technical merit 

 Impact 

 Capability 

 Collaboration 

 Cost 

 

Applicant Notification 
CIRI will strive to notify applicants within 5 weeks after proposal 

submission whether the grant will be awarded. The award process 

may take an additional 4 to 6 weeks, so applicants should 

accommodate that in their project planning. 
 

CIRI may enter into pre-award discussions with an applicant to 

address issues such as: 

 Budget 

 Work scope 

 Additional information needed to make an award decision 

 Any special terms and conditions that are required 

 

 

 

 

 Invoicing 
All awards made under this grant program will be cost- reimbursable. 
 

Payment will be made upon receipt of proper invoices until payment 

has reached 90% of the award amount. The remaining 10% invoiced 

will be paid after CIRI has received and approved all contracted 

deliverables. 

 

Questions about this Request for Proposals 
Specific questions about this request for proposals should be 

addressed in writing to Mark C. Petri, Director of the Critical 

Infrastructure Resilience Institute, at ciri-grants@illinois.edu. 
 

The Critical Infrastructure Resilience Institute reserves the right to 

fund, in whole or in part, any, all, or none of the applications 

submitted in response to this request for proposals. Submission 

requirements for this grant program may be waived at the 

discretion of CIRI. 
 

In accordance with University of Illinois policy, CIRI does not 

discriminate on the basis of race, color, age, ethnicity, religion, 

national origin, pregnancy, sexual orientation, gender identity, 

genetic information, sex, marital status, disability, or status as a 

U.S. veteran. Inquiries can be directed to the Office of Diversity, 

Equity, and Access; 1004 South Fourth Street, Champaign, Illinois 

61820; diversity@illinois.edu; (217) 333-0885.
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Appendix A 
 

Cover Page Information to be Entered Online 
 

Department of Homeland Security question being addressed 

 

Project information:  
  

• Principal investigator contact information  

• Co-principal investigators  

• Administrative contact  

• Project title  

• CIRI funding requested 

• Project start and end dates  

  

Contracting information:  
  

• Organization contracting official  

• Organization employer identification number  
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Appendix B 
 

Budget Categories 

 
Salaries and wages 
 

• Principal and co-principal investigators 

• Technical support 

• Post-doctoral associates 

• Students 

 

Fringe benefits 

 

Travel  
  
• Airfare 

• Ground transportation 

• Lodging and meals 

• Incidentals 

 

Materials and supplies 

 

Consultants and subcontracts 

 

Other direct costs 

 

Tuition 

 

Indirect costs 

 

Other sources of  funding (leveraged support)
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Guidance for completing the budget form 

 
Salaries & Wages: List all personnel to be paid by the project. List their levels of effort (percent or hours and number of months). For 

university faculty, show summer salaries separately. 

 
Fringe Benefits: Show rates and totals for each category of employee (faculty, clerical, graduate student, hourly, etc.).  

 
Equipment: Under this solicitation, CIRI will not pay for computers or equipment. An item is considered to be equipment if it has a unit 

cost of $5,000 or more and a useful life of one year or longer. Constructed or assembled items are also considered to be equipment if the 

aggregated component costs exceed $5,000. 

 
Supplies & Materials: Show the total cost and briefly describe in the budget narrative the nature of the supplies and materials to be 

purchased. 

 
Travel: List all planned trips and provide cost estimates for each. Budgets should include travel for meetings and related events 

with CIRI and sponsors. For each trip include destinations, number of travelers, duration, fees, transportation, lodging, and meals. 

Domestic travel requires approval 30 days in advance. Proposed international travel must be fully justified. Foreign travel requires 

approval 90 days in advance. 

 
Consultants: Provide the rates and basis for rates for each proposed consultant. All consultant costs must be included in this category, 

including consultant travel. In the budget narrative, justify the need for outside consultants. 

 
Subcontracted Partners: Routine services should not be included in this category. Include each subcontractor’s total costs as a separate line 

item. Include a letter of commitment from each subcontracted partner. 

 
Tuition: For students with research appointments of at least 25 percent, the college or university may budget tuition remission in ways 

that are customary to that university. List the number of students by classification and the total tuition that will be charged to CIRI for 

each classification. Only tuition may be charged; other fees are not allowable. 

 
Other Costs: This category includes fabrication, equipment maintenance and repair, and other routine services (e.g., printing, mailing cos ts, 

chemical analysis, photographic services, and telephone charges) that can be clearly documented as specific to and necessary for the project. 

In the budget narrative, briefly describe the nature of the proposed Other Costs. 

 

Indirect Costs: Indirect costs should be based on the institution’s negotiated facilities and administrative (F&A) rate. Applicants should 

provide a copy of the latest rate agreement negotiated with a cognizant federal agency. 
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Appendix C 

Proposal Evaluation Criteria

 

 

 

25% Technical Merit 

 

 

 

 

 

 

 

 

 

 

 

 

30% Impact 

 

 
 

20% Capability 

 

 

 

 

15% Collaboration 

 

 
 

10% Cost 

The technical description of the proposed project and the work plan convincingly present and 

justify the following: 
 

1. Validity of the proposed approach and likelihood of success based on current state of the art 

and on the scientific principles underpinning the proposed approach. 
 

2. Development of a comprehensive and complete work plan and schedule with milestones 

and interrelated tasks that clearly lead to the successful completion of the project. 
 

3. The identification of key technical risks and mitigation strategies to address them. 
 

4. A clear set of deliverables. 
 

 

The project significantly advances CIRI’s ability to address the resiliency needs identified by 

the Department of Homeland Security and its federal partners. 

 
 

1. The team provides an appropriate level of expertise and capability. 

 

2. Past performance of the team provides high confidence of success. 

 
 

The team has sought collaboration with critical infrastructure stakeholders to better address 

the federal government’s needs. 

 

The proposed budget is appropriate and reasonable for the planned work.

Weight Criteria Description 
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