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d Extract: A general framework to extract semantic information of an
embedded firmware binaries with respect to its associated high-level

control algorithm.

d Matching: Using dynamic binary analysis and symbolic comparison
ﬁ of the mathematical and binary expressions to fill the semantic gap
‘"H . between high-level algorithm descriptions and low-level stripped
ol binary segments.
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Figure 2: High-level Architecture of Monitoring Framework d Memory forensics analysis

[ Sensitive code and data segment protection

Q Construct: We establish a neural network-based learning model O Correct algorithm implementation verification and find zero-day bugs

by using time profiling and data flow analysis.
Y J ¥ J Y 4 Binary level software similarity measures

d Monitor: The lightweight, pre-trained neural network will be

stored Iin protected memory space to monitor the main controller
system automatically.  This material is based upon work supported by the Department of Energy
under Award Number DE-OE0000780.

d Alert: The approximate computing results generated by neural
network model will be compared with original actuation outputs to
detect potential mismatches as anomalies.
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