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 Approximate Computing: Recent major attacks on the electric grid
necessitate domain-specific formal security monitoring solutions for
cyber-physical system operations. We developed an online monitoring
framework based on modeling the cyber-physical input-output
dynamics of the industrial controller in real-time operation.

 Semantic Matching: We performs semantic-matching at an algorithmic
level that can be used for firmware vulnerability assessment, memory
forensics analysis, targeted memory data attacks, or binary patching for
dynamic selective memory protection.
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Figure 1: Industrial Control System

Construct: We establish a neural network-based learning model
by using time profiling and data flow analysis.

Monitor: The lightweight, pre-trained neural network will be
stored in protected memory space to monitor the main controller
system automatically.

Alert: The approximate computing results generated by neural
network model will be compared with original actuation outputs to
detect potential mismatches as anomalies.

Symbolic Equivalence Check

 Extract: A general framework to extract semantic information of an
embedded firmware binaries with respect to its associated high-level
control algorithm.

Matching: Using dynamic binary analysis and symbolic comparison
of the mathematical and binary expressions to fill the semantic gap
between high-level algorithm descriptions and low-level stripped
binary segments.

 Binary vulnerability assessment

Memory forensics analysis

 Sensitive code and data segment protection

 Correct algorithm implementation verification and find zero-day bugs

 Binary level software similarity measures
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